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U.S. House or Rerresenratrves, 
Permanent Setecr ComMItrer on INTELLIGENCE, 
Washington, D.C., October 14, 1978. 
Hon. Tuomas P. O’Net1, Jr., 
Speaker of the House, 
Washington, D.C. 

Dear Mr. Sreaxrr: Pursuant to section 3 of House Resolution 658 
(95th Cong., 1st sess.), I submit the following report on behalf of the 
Permanent Select Committee on Intelligence. The report contains an 
account of the committce’s work in overseeing the intelligence and 
intelligence-related activities of the U.S. Government, as well as the 
results of its investigation into specific areas of concern detailed in 
House Resolution 658. The committee intends to submit similar reports 
periodically to the House on the intelligence and intelligence-related 
activities of the Government: 

With every good wish, I am 

Sincerely yours, 
Epwarp P. Botanp, 
Chairman. 
Enclosure. 


Rerorr To tHE [ovuse or RerresenTAvives BY TIE PerMANENT SELECT 
ComMItTrer on INTELLIGENCE 


INTRODUCTION 


For the past sixteen months, the House of Representatives, through 
its Permanent Select Committee on Intelligence, has been conducting 
a thorough, ongoing examination of the intelligence and intelligence- 
related activities of the United States Government. This marks the 
first time such a continuous monitoring of intelligence operations has 
been performed by a full committce of the House. In establishing the 
Permanent Select Committee, (TI. Res. 658, 95th Cong., Ist sess.), the 
House charged it with responsibility for overseeing and making con- 
tinuing studies of the intelligence and intelligence-related activities 
of the government. In addition, the House directed the Select Com- 
mittec to assure that the Executive and Legislative Branches receive 
informed and timely intelligence to support them in making sound 
decisions affecting the security and vital interests of the nation. One 
of the major functions of the new intelligence committee is to produce 
annually a budget authorization bill for all the intelligence and intelli- 
gence-related activitics of the government. ; oh ae 

Recognizing the importance of both its oversight and legislative 
responsibilities and the complex and diverse nature of our intelli-. 


(1) 
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gence services, the Committee created four subcommittees to reach 
across and into all aspects of the activities of the :ntellgence agencies. 
Those subcommittees are: 


Program and Budget Authorization 
Bill D. Burlison, (Democrat, Missouri), Chair ian. 
Norman Y. Mineta (Democrat, California). 
idward P. Boland (Democrat, Massachusett.-). 
J. Kenneth Robinson (Republican, Virginia). 


Legislation 
Morgan F. Murphy, (Democrat, Illinois), Che:rman. 
Romano L. Mazzoli (Democrat, Kentucky). 
Kdward P. Boland (Democrat, Massachusetts :. 
Robert McClory (Republican, Illinois). 


Oversight 
Les Aspin, (Democrat, Wisconsin), Chairman 
Clement J. Zablocki (Democrat, Wisconsin). 
Edward P. Boland (Democrat, Massachusetts :. 
Bob Wilson (Republican, California). 


Evaluation of Performance 

Charles Rose, (Democrat, North Carolina), Chairman. 

Wyche Fowler, Jr. (Democrat, Georgia). 

}edward P. Boland (Democrat, Massachusetts: . 

John M. Ashbrook (Republican, Ohio). 

To support the Committee and its four subc »mmittees, a small, 
highly professional staff has been hired. At preser:i, there are fourteen 
professionals and thirteen support staff. The staff :ncludes people with 
experience in Congressional oversight, experienc:: within the Execu- 
tive Branch in evaluating the performance of i: telligence activities 
and experience within the intelligence communit: as budget analysts 
and technical experts. 

The Select Committee moved quickly to fulfil: its mandate. Even 
before the President submitted his fiscal year 1979 budget to the 
Congress, the Program and Budget Authorizati:n Subcommittee of 
the Permanent Select Committee on Intelligenc:-, chaired by Repre- 
sentative Bill D. Burlison (Democrat, Missouri, began a series of 
informational hearings on the National Foreign Intelligence Program 
totaling some 32 hours, in order to familiarize the Members in detail 
with the activities of our nation’s most sensitive foreign intelligence 
and counterintelligence activities. Once the fise:1] year 1979 budget 
arrived on the Hill, the Subcommittee began wha‘. turned out to be one 
of the most thorough examinations ever given “he intelligence and 
intelligence-related budgets. In all, some 55 howrs of hearings were 
held on the fiscal year 1979 budget. 

Recognizing that one of its weightiest function: is to ensure that the 
intelligence components of our government opera!e within the bounds 
of our laws, the Oversight Subcommittee, chaire:| by Representative 
Les Aspin (Democrat, Wisconsin), in November ‘977 initiated a com- 
prehensive series of hearings—many of them op«n to the public—on 
the Central Intelligence Agency’s relationship +ith the media. The 
Oversight Subcommittee has also delved deeply }:to the CLA’s covert 
activities program and the mechanism whereby Congress is kept in- 
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formed of such activities. In its examination of covert operations, the 
Subcommittee inspected several intelligence stations abroad, reviewing 
their programs closely. 

Another key aspect of the Select Committee’s responsibilities is to 
consider all legislation which may impact on the intelligence and intel- 
ligence-related activities of the government, This past year saw the 
introduction, consideration and passage of the Foreign Intelligence 
Electronic Surveillance Act (H.R, 7808) which established procedures 
for conducting electronic surveillance inside the United States for the 
purpose of gathering foreign intelligence, This is the first major piece 
of legislation to result from the extensive hearings in 1975 and 1976 by 
the Church and Pike Committees. 

The Legislation Subcommittee, chaired by Representative Morgan 
Murphy (Democrat, Illinois), carried the responsibility for preparing 
this legislation for consideration by the Committee and the House. 

The question of legislative charters for the components of the intel- 
ligence community continues to be closcly examined by the Committee 
which recognizes that this would be one of the most significant pieces of 
legislation ever to affect the intelligence activities of our government. 

The full Committee realized from its inception that one of its most 
difficult tasks would be to assure that the intelligence community pro- 
vided high quality and timely support to those who need such support. 
The Evaluation Subcommittee, chaired by Representative Charles 
Rose (Democrat, North Carolina), has attacked this problem by pur- 
suing a variety of studies focused on key aspects of the intelligence 
process. A constant thread running through virtually all of the Sub- 
committee’s efforts has been the problems which have arisen from the 
vast increase in recent years in amounts of data being collected, 
primarily by highly technical systems. Processing and evaluating this 
immense flow of data has presented the intelligence community with 
certain technical difficultics and with even more intransigent man- 
agerial problems. The Evaluation Subcommittee has held a series of 
briefings and hearings on automated data processing and both Mem- 
bers and staff have spent many hours visiting automated data process- 
ue facilities and in discussions with managers of such systems in an 
effort to ensure improved management through more commanality and 
less duplicative efforts in this field. 

The full Committee expressed its concern over these matters in the 
classified annex to the bill authorizing appropriations for fiscal year 
1979 (H.R. 12240; H. Rept. 95-1075, Public Law 95-370). The annex 
which is incorporated by reference in the statute has the force and 
effect of law. 

The Committee has also interested itself in a wide variety of other 
issues which impact on the effectivencss of our intelligence services. 
These issues range from an investigation into the steps the Executive 
Branch is taking to protect the communications of both private citizens 
and the government from being intercepted by foreign powers operat- 
ing within the United States to an examination of the possible adverse 
impact on the intelligence services of certain provisions of the Civil 
Service Reform Act. The Committee has been working closely with the 
Executive Branch in an effort to develop a jomt approach to stemming 
the flood of unauthorized disclosures of classified and sensitive intel- 
ligence information. The Committee has also focused its attention on 
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the problems of foreign terrorism, international .arcotics traffic and 
the entry of known or suspected terrorists and K ‘3B agents into the 
United States. 

That is‘ brief summary of the major actions taki:-1 by the Permanent 
Select Committee during the past sixteen months. further details are 
provided in the body of the report. 


COMMITTEE ORGANIZATION 


__ The Committee recognized from the first that in order to do the job 
the House had given it, an atmosphere of trust hil to be develop be- 
tween the Committee and officials of the intelligenc: agencies. Without 
that trust, the Committee realized it would have a virtually impossible 
task in getting the information it would need. , 

_At the same time, the Committee realized that in order to exercise 
vigorous oversight over the intelligence activities »f the government, 
there must, of necessity, be an adversarial relati:nship between the 
Committee and the intelligence agencies. 

One key element of the relationship of trust weld be the way the 

Jommittee would go about picking a staff; anothe: would be the way 
the Committee would handle classified information. The Chairman has 
insisted on a full background investigation by the Federal Bureau of 
Investigation of each prospective staff member befc-ve he grants a TOP 
SECRET clearance, He has also made certain tha* each staff. member 
who is granted access to sensitive intelligence in ‘ormation has met 
requirements comparable to those established by tl:e Director of Cen- 
tral Intelligence for Executive Branch employees’ access to such in- 
formation. In addition, each staff member as a condition of employ- 
ment must execute an agreement with the Commiitee not to disclose 
any classified information acquired while an empl] -yee of the Perma- 
nent Select Committee on Intelligence except as authorized by the 
Committee in accordance with clause 7 of House itule XLVIII (H. 
Res. 658) and the Committee rules. 

As to physical security, the Committee invited t! e Director of Cen- 
tral Intelligence’s Chief of Security to inspect its s-cure:storage facili- 
‘ties and to certify that they meet the Director of Ce-atral Intelligence’s 
requirements for the storage of sensitive intellige:ice material. That 
certification was acquired. 

Thus far, the heads of most intelligence entitic; have been forth- 
-coming in their dealings with the Committee and “hey have provided 
the Committee information that has been request:d, although there 
have been one or two occasions where it required several efforts before 
the requested information was forthcoming. The Committee will con- 
tinue to insist that it be given access to all the injormation which it 
needs in order to carry out the responsibilities as igned to it by the 
House of Representatives. 

The National Security Council and the White House Staff have 
taken the position that they will not turn over to th:: Committee copies 
of Presidential decision memoranda on intelligsnce activities al- 
though they will allow Committee Members and staff to read such 
decision memoranda and to make notes on them. "he Committee ap- 
preciates the offer to allow its Membcrs and staff ‘o read such docu- 
ments which are key to an understanding of the President’s intelli- 
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gence policies. The Committee believes, however, that it would be more 
in the spirit of the President’s own Executive Order 12086 for such 
documents to be provided to the Committee for its reference and use. 


STUDIES 


H. Res. 658 which created the Select Committee also directed it to 
conduct a study consisting of some eight separate components. 
Section 3. (a) of House Resolution 658 states that: 


The Permanent Select Committee on Intelligence shall 
make a study with respect to the following matters, takin, 
into consideration with respect to each such matter, a 
relevant aspects of the effectiveness of planning, gathering, 
use, security, and dissemination of intelligence: 

(1) the quality of the analytical capabilities of United 
States intelligence and intelligence-related activities 
and means for integrating more closely analytical in- 
telligence and policy formulation ; 

(2) the extent and nature of the authority of the de- 
partments and agencies of the executive branch to en- 
gage in intelligence and intelligence-related activities 
and the desirability of developing charters for each in- 
telligence agency or department; 

(8) the organization of intelligence and intelligence- 
related activities in the executive brarich to maximize the 
effectiveness of the conduct, oversight, and accountabil- 
ity of intelligence and intelligence-related activities; to 
reduce duplication or overlap; and to improve the 
morale of the personnel of the intelligence and intelli- 
gence-related agencies ; 

“) the conduct of covert and clandestine activities 
and the procedures by which Congress is informed of 
such activities; 

(5) the desirability of changing any law, House rule 
or procedure, or any Executive order, rule or regulation 
to improve the protection of intelligence secrets and pro- 
vide for disclosure of information for which there is no 
compelling reason for secrecy ; 

(6) the desirability of establishing a joint committee 
of the Senate and the House of Representatives on intel- 
ligence and intelligence-related activities in lieu of hav- 
ing separate committees in each House of Congress, or 
of establishing procedures under which separate com- 
mittees on intelligence and intelligence-related activities 
of the two Houses of Congress would receive joint brief- 
ings from the intelligence and _ intelligence-related 
agencies and coordinate their policies with respect to the 
safeguarding of sensitive intelligence information ; 

(7 } the authorization of funds for the intelligence and 
intelligence-related activities of the Government and 

whether disclosure of any of the amounts of such funds 
is in the public interest; and 
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(8) the development of a uniform s of definitions 
for terms to be used in policies or guidelin:-s which may be 
adopted by the executive or legislative | sanches to gov- 
ern, clarify, and strengthen the operatio: of intelligence 
and intelligence-related activities. 

(b) The Permanent Select Committee on Intelligence 
shall report the results of the study prov ded for by this 
section to the House, together with any r:commendations 
for legislative or other actions as it dee:is appropriate, 
not later than the close of the Ninety-fifi. Congress. 


The following is submitted in response to the al-ove direction. 
QUALITY 


The Subcommittee.on Evaluation, chaired by Re; resentative Charles 
Rose (Democrat, N.C.), has taken the lead for th:: full Committee in 
assessing the quality of the analytic capabilities of sur intelligence and 
intelligence-related activities and in examining m-ans for integrating 
more closely analytic intelligence and policy for: ulation. This is an 
enormous and complex subject and obviously ths Committee in its 
little more than one year in existence has only scri::ched the surface in 
reviewing all the analytic capabilities of the gove: :ment’s intelligence 
activities. 

Thus far, the Committee has focused on organiz ‘tional and manage- 
ment issues as they impact on the efficiency and eifectiveness of intel- 
ligence to provide support to its users. It has also *xamined a number 
of substantive intelligence products such as the ® ational Intelligence 
Estimates and reviewed reporting on such troub!:. spots as Somalia/ 
Ethiopia and most recently Nicaragua. While it finds the reporting 
generally responsive to user requirements, it has aiso found that there 
may be considerable room for improvement—csp::sially in such areas 
as estimating, forecasting and trend analysis reporting. It plans a 
detailed study of this problem during the comin;: year, 

Having examined the relationship among collec!ion, processing and 
analysis in selected areas, the Committee notes tha: the attention of the 
intelligence community appears to be directed pri: sarily to increasing 
collection, while other fundamental problems go re ‘atively unattended. 
ae include analytical problems which cannot |» attributed to lack 
of data. 

The Subcommittee on Evaluation has, however, examined several 
topic areas in depth, areas chosen because their scope and impact 
affect a wide range of intelligence and policy matte:s. 

One such area is called “Warning”, ie., the ringe of intelligence 
collection, processing, analysis and reporting of da‘a which is intended 
to provide our policy makers sufficient. lead time be ‘ore an event occurs 
to develop our own course of action to either det: r, alter or respond 
to the impending development. The Subcommit::e on Evaluation’s 
study of the performance of warning intelligenc: has examined the 
warning process in some detail, focusing on lessor: learned from past 
crises such as Pearl Harbor, the Korean War, the ‘‘uba Missile Crisis, 
the Soviet invasion of Czechoslovakia and the 1978 \Vid-East War. One 
major conclusion of this study is that great impr::vements have been 
made in the collection, processing and disseming'ion of data useful 
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in the warning process but that improvements in analysis and the inte- 
gration of out a with policy formulation have lagged far behind. 

By sharing the findings of the Subcommittee with the Executive 
Branch, ‘and entering into a dialogue on these issues, the Committee 
has already seen a positive step taken to provide a leadership focus 
for warning in the intelligence community. This was a direct. result 
of the Committee calling this inadequacy to the attention of the Di- 
rector of Central Intelligence. 

During its inquiries into the quality of intelligence, the Committee 
has found one continuing and persistently troubling issue wherever 
it has looked—namely, what is the requirement for any particular 
intelligence activity ? Po make a judgment as to whether or not a spe- 
cific component of the intelligence community is performing its func- 
tion adequately, it is imperative to know what requirements the user 
has levied on that component. The Committee has found to be ineffec- 
tive the efforts of the Executive Branch to identify gaps in, and take 
steps to satisfy requirements for, collection or ana ysis. 

The Department of Defense has created a new position, that of the 
Deputy Under Secretary for Policy, who is charged with the valida- 
tion of intelligence requirements. The Intelligence Community Staff 
is also studying this problem on behalf of the Director of Central 
Intelligence. Likewise, the Policy Review Committee of the National 
Security Council is charged by Executive Order 12036 with establish- 
ing “requirements and priorities for national foreign intelligence.” The 
Committee will be looking closely during the coming year at those 
Executive Branch efforts which attempt to determine requirements 
and upon which an evaluation of the effectiveness of our intelligence 
activities can be built. 

The Committee also notes that the subject of requirements is an 
enormously complex one and one which the steps taken to date by the 
Executive Branch may not resolve. The Committee points, for example, 
to the fact that the National Security Council’s Policy Review Com- 
mittee ig restricted to establishing requirements and priorities for “na- 
tional” intelligence. Responsibility for assigning priorities among 
requirements for both tactical military and “national” intelligence 
apparently has not been assigned to any official or grou of officials 
within the Executive Branch nor is there any provision for the rapid 
and smooth transition from a peacetime environment to a wartime 
footing where intelligence requirements and management is concerned, 
The Committee intends to look deeper into these issues in the coming 
year. 

LEGISLATIVE CIIARTERS 


A key aspect of the present structure and functioning of the nation’s 
foreign intelligence activities is the fact that only the Central Intel- 
ligence Agency of all the elements engaged in foreign intelligence has 
been created by legislation. The National Security Agency and the 
Defense Intelligence Agency have becn operating for years without 
legislative charters, Further, the CIA charter consists only of a few 
paragraphs in the National Security Act of 1947 and a subsequent 
CIA Act of 1949 which largely addressed itself to administrative de- 
tails. For the most part, authority for the conduct of foreign intel- 
ligence and counterintelligence collection, dissemination, and analysis 
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is contained in Executive Order 12036 signed by 7’resident Carter on 
January 26, 1978, After its own examination of this issue, the Senate 
Select Committee on Intelligence found a need for legislation which 
would authorize the activities of the various inte!!igence elements of 
the United States Government and which would restrict or prohibit 
certain specific activities. To that end, the Senaf:- Select Committee 
introduced a comprehensive legislative charters bil! in 1978 (S. 2525). 
An identical bill, H.R. 11245, was introduced in «he House. 

The House Permanent Select Committee on Inte} 'igence believes this 
subject is important enough to deserve a thorough :eview. To that end, 
a thorough staff examination has been schedule:1 to examine this 
matter in detail, Additional briefings and a full esmplement of hear- 
ings will be scheduled in the next Coe Once the Committee has 
completed its investigations and hearings, it wil! be able to decide 
what legislation to recommend to the full House. 


IMPROVE MANAGEMENT 


Executive Order 12036 attempted to establish effective mechanisms 
within the Executive Branch for overseeing the inielligence activities 
of the government by establishing an Intelligence: Oversight Board 
and by assigning specific responsibilities to the In«pectors General of 
the intelligence agencies. It also acknowledged th» role of Congres- 
sional oversight committees. In addition, Executiv. Order 12036 gave 
greater responsibility and authority to the Directcr of Central Intel- 
ligence for the preparation of the national foreign intelligence budget, 
thus enabling him better to reduce unnecessar* duplication and 
overlap. 

However, modern technology has to a consider::ble degree blurred 
the distinction between so-called “national” intelli:rence and “depart- 
mental” or “tactical” intelligence. Thus, by limit: ng the Director of 
Central Intelligence’s budget authority to “nationa’” programs, a sub- 
stantial portion of the nation’s intelligence activite- are not controlled 
centrally nor is there an adequate mechanism to guard against unneces- 
sary duplication and overlap between those activ ities controlled by 
the Director of Central Intelligence and those con‘rolled by the Sec- 
retary of Defense. The Committee has made no deci:ion as to the merits 
of giving the Director of Central Intelligence authority over more 
than just the “national” programs and notes that in Executive Order 
12036 the President excluded the Director of Centra’ Intelligence from 
exercising any role in the tactical military intellige;.ce area. The Com- 
mittee believes, however, that this subject merits further examination 
m connection with consideration of legislative charters for the intel- 
ligence agencies. ; 

The Committee examined the management of int. dligence and intel- 
ligence-related activities during several days of hét.rings and through 
an additional in-depth review of management prot:dures in conjunc- 
tion with the authorization of the fiscal year 19%) intelligence and 
intelligence related budget. 

In looking at the management of intelligence analy sis and production, 
the Committee devoted its attention to the Nation #I Foreign Assess- 
ment’ Center which was established to assist the Tiirector of Central 
Intelligence in this area. However, no specific proc:=s or structure for 
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achieving increased productivity and improved quality of analysis 
emerged from this examination. é 

‘As noted earlier, the Committee found inadequate management in 
the area of “warning” intelligence and it called upon the Director of 
Central Intelligence to create a full-time position with clear responsi- 
bility for warning. One of the problem areas involved in the warning 
process which the Committee identified is less than free exchange of 
information between intelligence producers and decision or policy 
makers. 

The Committee also uncovered the lack of an effective management 
mechanism for making certain that there are no unnecessary duplica- 
tions or overlaps between intelligence collection systems under the 
control of the Director of Central Intelligence and those of the Sec- 
retary of Defense. The Committee has expressed its concern over this 
management shortcoming and has informed the Secretary of Defense 
and the Director of Central Intelligence that it expects them to have 
developed and implemented the necessary mechanisms to evaluate and 
validate intelligence collection requirements and affect trade-offs be- 
tween different collection systems by 1979. 

The Executive Branch has implemented a set of procedures to gov- 
ern the application for and approval of so-called “special activities,” 
which the so-called Tinghes Ryan Amendment (22 U.S.C. 2422) de- 
fines as Central Intelligence Agency operations in foreign countries, 
“other than activities intended solely for obtaining necessary intel- 
ligence.” Under the provisions of Hughes-Ryan, the President must 
find that each such operation “is important to the national security of 
the United States” and he must report, “in a timely fashion, a descrip- 
tion and scope of such operation to the appropriate committees of the 
Congress ...”. 

‘As one result of the investigations of the Pike Committee and the 
Church Committee, the Secretary of Defense has created an Inspec- 
tor General for Defense Intelligence to oversee the activities of intel- 
ligence components of the Defense Department. Also as a result of 
Congressional and Executive Branch investigations, the Central In- 
telligence Agency has strengthened its Inspector General’s office. 

‘As noted earlier, the Committee found inadequate management in 
the area of “warning” intelligence and it called upon the Director of 
Central Intelligence to create a full-time position with clear responsi- 
bility for warning. One of the problem areas involved in the warnin 
process which the Committee identified is less than free exchange By 
oe between intelligence producers and decision or policy 
makers. 

The Oversight Subcommittee has found that those in the Executive 
Branch who have responsibility in the area of intelligence and intel- 
ligence-related activities have a much heightened awareness of the need 
for such activities to he conducted within the law and appropriate 
Executive Branch regulations. In fact, some testimony pata that 
current Executive Branch guidelines were too restrictive and that CLA 
and FBI operators are being unduly hampered in the performance 
of their duties. Testimony was also received to indicate that gaps exist 
in current laws and guidelines which could allow abuses to creep back 
in a different political climate. The Committee intends to pursue both 
“of these areas in more detail. 
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In sum, the Executive Branch is much better «rganized at present 
than ever before to conduct its own oversight over intelligence and in- 
telligence-related activities. The Congress, howey«r, must continue to 
bear a considerable burden in this area. 

The Committee also recognizes that restrictions imposed by a Presi- 
dent can be lifted or ignored by a President. The:efore, the Commit- 
tee is diligently reviewing legislative restrictions. those proposed by 
the Senate Select Committee in S. 2595/H.R. 1] 45, and those pro- 
posed in hearings before the House Permanent Select Committee on 

ntelligence during the 95th Congress. The Co:amittee anticipates 
that, given the scope and importance of this subjé.:t, further hearin 
and consideration on this subject will be conduc’ 2d during the 96t 
Congress, 
MORALE 


The Committee found that considering the buff-iing that the intel- 
ligence agencies and their personnel have been thre ugh in recent years, 
morale in general tends to be good. The Committe believes that the 
morale of intelligence officers generally is reflective of their own ap- 
preciation of the worth of their activities and of thi2 general regard in 
which they are held by the American public. Revels.cions that some ele- 
ments of the intelligence community had engaged n illegal activities 
naturally affected the regard in which the public. the Congress and 
the media held intelligence professionals as well asi 1e way intelligence 
officers looked at themselves. Morale was bound to ‘all in the wake of 
such revelations and the public attention which *“as focused on the 
hitherto secret activities of our intelligence operatives. 

The Committee believes that the best. remedy wiil lie in a period of 
demonstrated highly professional conduct on the part of our. intel- 
ligence personnel. Only by their actions can confideice in their profes- 
sionalism be restored. This may take time since as 2s been noted fre- 
quently—their failures are trumpeted but their suc:esses must remain 
shrouded in secrecy. This Committee is doing its jart to ensure that 
the performance of our intelligence agencies is in acordance with our 
laws, is highly professional and, is acknowledged » ublicly as vital to 
our national interest. 

COVERT ACTIONS 


When the Central Intelligence Group (the CIA’: predecessor) was 
established in January 1946, its primary mission wes to provide Presi- 
dent Truman an independent evaluation of the in: elligence collected 
by the various departments of the government. B«fore the year was 
out, however, intelligence collection remnants of tlie World War II 
Office of Strategic Service (OSS) were added to ‘he Central Intel- 
ligence Group. Soon after the Central Intelligence: ea replaced 
the Central Intelligence Group in 1947, the Office 0° Po icy Coordina- 
tion was created to direct covert political and parar. ilitary operations 
conducted by CIA. The Cold War and the hot Korean War resulted 
in a major expansion of CIA’s “covert action” pro;:rams to the point 
of consuming a significant portion of CLA’s budget. 

The covert action program remained a major part vf CIA’s activities 
throughout the 1950’s and 1960’s. With the United ‘states withdrawal 
from Southeast Asia and the opening of the era of detente, plus in- 
creasing criticism of such activities from Congress, ‘he covert actions 
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rogram declined drastically in the mid-1970’s. Concurrent with that 
Aeeline—and to some extent occasioning it—has been the development 
and implementation of procedures for the review and approval of 
covert or “special” activities within the Executive Branch. Since 1974, 
for example, the so-called Tlughes-Ryan amendment (22 U.S.C, 2422) 
to the Foreign Assistance Act of 1974 established the legislative re- 
quirement for a Presidential finding that each covert activity is impor- 
tant to the national security and that each such finding be reported 
to the appropriate Committees of Congress “in a timely fashion.” 

The Oversight Subcommittee conducted an extensive and in-depth 
examination of the covert action program of the Central Intelligence 
Agency, the authorities for the conduct of such operations, the pro- 
cedres within the Executive Branch whereby such activities are 
approved and the process by which Congress is informed of such activ- 
ities. A detailed classified study on this subject has been produced by 
the Committee. The House should know that the Committee has regis- 
tered with the President its critical analysis of several aspects of the 
current covert action program, As a result, the Attorney Genaral and 
the Director of Central Intelligence have been engaged in a dialogue 
with the Committee over this matter. 

The Committee found a rather elaborate mechanism within the 
Executive Branch to review and approve each covert action proposal, 
At the top of this mechanism is the President who, under the pro- 
visions of the Hughcs-Ryan Amendment to the Foreign Assistance 
Act, must find each such operation is important to the national secu- 
rity and he must report a description and scope of cach such operation 
to the appropriate Committees of Congress, Advising the President on 
this subject is the Special Coordination Committee of the National 
Security Council, chaired by the Assistant to the President for Na- 
tional Security Affairs with membership consisting of the Secretary of 
State, the Secretary of Defense, the Attorney General, the Director of 
the Office of Management and Budget, the Chairman of the Joint 
Chiefs of Staff and the Director of Central Intelligence. 

The Committee is concerned that the cumbersome bureaucratic mech- 
anism developed by the Executive Branch to approve covert action 
proposals will result either in a failure to take a necessary action in 
a timely fashion or in efforts to circumvent both those procedures and 
the Hughes-Ryan Amendment requirements by interpreting the latter 
too loosely. The Attorney General and the Director of Central Intel- 
ligence have assured the Committee of their willingness to work with 
the Committce to resolve those difficulties. 

In essence, the Subcommittee study on Covert Action highlighted 
the following points. Executive Order 12086 which governs the con- 
duct of United States intelligence activities defines “special activities” 
or covert actions as those activities : 


_. . conducted abroad in support of national foreign policy 
objectives which are designed to further official United States 
programs and policies abroad and which are planned and 
executed so that the role of the United States Government is 
not apparent or acknowledged publicly, and functions in sup- 
port of such activities, but not including diplomatic activity 
or the collection and production of intelligence or related sup- 
port functions. 
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Also, the Committee study notes that while Exczutive Order 12036 
provides that the President can assign covert or “special” activities to 
an intelligence agency other than the Central Inte’ ugence Agency, the 
Hughes-Ryan Amendment applies only to the cox-2rt activities of the 
CIA, Thus, in the future, if a President desires noi. to inform the Con- 
gress of a covert operation, he can assign it to ar: agency other than 
the CIA. 

SECRECY LEGISLATION 


One of the most complex and troubling problems affecting the 
proper functioning of our nation’s intelligence se: vices is that of se- 
crecy. On the one Tani our government seems hay] pressed to keep a 
secret, no matter how sensitive or how damagin pt blic disclosure may 
be to the nation’s security. On the other hand, the ¢'assification system 
often seems incapable of discriminating between. .nformation which 
ought to be classified and that which ought to be re}:ased to the public. 

Legislation in this area is spotty and infreque:tly used and then 
only in cases where classified government informat ‘on is being passed 
to a foreign government in violation of 18 U.S.C. 793 and 794, How- 
ever, intelligence agencies are reluctant to see prosecution of cases 
under the espionage laws where intelligence soure s are involved be- 
cause discovery rights of defendants may require «gencies to disclose 
additional classified material in order to convict st:neone under those 
laws. Even under 18 U.S.C. 798, which makes disc osure of classified 
cryptologic information to unauthorized persons « criminal offense, 
and which does not require the government to prod ice the underlying 
document or information to prove intent to harm th.- national interest, 
the government by the very fact of its prosecu' ion must confirm 
the veracity of the leaked information, ie., tha’ it was obtained 
via cryptologic methods. In short, it would have t» confirm the leak 
und thus risk losing the source and—in the case of intercepted foreign 
diplomatic messages—risk causing an international | cident, 

Moreover, the current classification system is root. in an Executive 
Order (E.O. 12065), not in legislation, Atomic energ « information and 
the above-mentioned cryptology are the only areg: specifically pro- 
tected by legislation. 7 

Committee hearings this year indicate that the pt. sent classification 
system is widely ignored and appears to be held in } oor esteem by the 
very people it seeks to regulate. Executive Order 12(:55 lists three cate- 
gories of classification : “Top Secret,” which applies ‘o information the 
unauthorized disclosure of which reasonably could b» expected to cause 
exceptionally grave damage to the national securits ; “Secret,” which 
refers to information the unauthorized disclosur:: of which could 
reasonably be expected to cause serious damage to th: national security 
and “Confidential,” which is information which, if :{isclosed to unau- 
thorized persons, could reasonably be expected to -ause identifiable 
damaga to the national security. 

One problem seems to be that there is widesprad_ disagreement 
among those who have been cleared for access to ¢!assified informa- 
tion as to whether or not there would indeed be any ‘amage to the na- 
tional security if certain information were disclose |. In ‘many cases, 
disrespect for the classification system stems from t}-» fact that senior 
Administration officials (as in every recent Admini-tration) disclose 
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classified information whenever they believe such disclosures will help 
them win a bureaucratic battle within the Administration or a budget 
battle with Congress. : 

Disrespect for the classification system has led to the current situa- 
tion in which many people who have or who have had access to classi- 
fied information fee] no compunction about deciding for themselves 
what information ought to be disclosed and to whom. 

Another aspect of the secrecy issue relates to the nondisclosure 
agreements which some but not all intelligence agencies require new 
employees to sign as a condition of employment. It is this type of agree- 
ment which allowed the Justice Department to take Frank Snepp to 
court for publishing his account of the fall of Saigon without sub- 
mitting it to the CIA for review. The CIA argues that it needs 
nondisclosure agreements in order to prevent the inadvertent or 
purposeful disclosure of classified information. Others argue that such 
agreements amount to a “gag-rule” and infringe upon the right of 
CLA employees to freedom of speech. 

Tn an effort to bring some order out of this chaos, the Committee 
will hold a series of hearings in order to assess the present situation 
and to determine why current laws do not seem to be used. The Com- 
mittee will attempt to determine if statutes can be written which would 
both be used and at the same time protect both the constitutional rights 
of the accused and the need of the government to limit the damage 
done by the original disclosure. As part of this effort, the Cominittce 
is seeking to determine which categories of national security informa- 
tion are so sensitive that they merit being protected by special legisla- 
tion. Advice will be sought from current and former officials in the 
White House, the Departments of State and Defense, the present and 
former Directors of Central Intelligence as well as knowledgeable 
officials from the Justice Department and other agencies dealing with 
classified information. 

The Committee inquired of the Department of Justice and the Cen- 
tral Intelligence Agency what is being done about the continuing 
efforts of Philip Agee to publish the identity of CIA clandestine 
operators. From discussions with representatives of both Justice and 
CIA, it was apparent that it is very difficult to determine how best to 
proceed in cases such as that posed by Agee. Moreover, there was no 
unanimity within the Executive Branch as to whether new legislation 
is needed in such cases or as to what kind of legislation might be 
needed. The Committee urged the Executive Branch to do all that it 
can under existing law to protect our intelligence agents from dis- 
closure and to bring to the Committee any new legislation proposals 
which it deems necessary in the field of protecting mtelligence sources 
and methods from unauthorized disclosure. 


JOINT COMMITTEE ON INTELLIGENCE 


The charters of the Senate Select Committee on Intelligence and 
the Elouse Permanent Select Committee on Intelligence charge the two 
Committees with very similar tasks in both the oversight and 
legislative areas. Consequently, there is considerable opportunity for 
duplication of effort on the part of the two Committees. That may be 
appropriate when for example, in the annual budget authorization 
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process, the two Committees take independent lox is at the President’s 
budget request for intelligence activities, report ¢: parate bills to their 
respective Houses and then go to conference to re ulve any differences, 

dt can be argued that since each louse of Con-zress has its own re- 
sponsibilities, each should have its own Committ -e to oversce the in- 
telligence activities of the Federal government. \ counter argument 
against having two separate intelligence oversig!-i committees is that 
the probability of leaks of sensitive intelligence i: formation increases 
in proportion to the number of people who are gi’ en access to such in- 
formation, According to this argument, the chati-e of leaks, whether 
inadvertent or purposeful, would be reduced by:3 ducing the number 
of Members of Congress and staif members haviviy, access to sensitive 
intelligence. 

Certain practical problems would face any effor:, at present to estab- 
lish a Joint Committee on Intelligence. One major issue would concern 
the extent of that committee’s charter. The Hou.» Permanent. Select 
Committee on Intelligence is charged with ove: sight over and the 
preparation of annuai authorization for the inte ‘igence and intelli- 
gence-related activities of the government. Intell zence-related activ- 
ities are defined by the Secretary of Defense and the Joint Chiefs of 
Staff as: 

Those activities outside the Consolidated Defense Intel- 
ligence Program which: 

{a) Respond primarily to operations! commanders’ 
tasking for time-sensitive informatie: on foreign 
entities; 

(b) Jespond to national intelligence cemmunity task- 
ing of systems whose primary mission is support of 
operating forces; 

(c) Train personnel for intelligence dut 12S 3 

(d) Provide an intelligence reserve; or 

(e) Are devoted to research and devol; ment of intel- 
ligence or related capabilities. Specifical: y excluded are 
programs which are so closely integrated with a weapon 
system that their primary function is io provide im- 
mediate use targeting data. Activities included in the 
intelligence-related category are containé in the regular 
Department of Defense budget rather tian in the Na- 
tional Foreign Intelligence Program budg +t. 


The resolution creating the Senate Select Comm: :ttee (S. Res. 400), 
however, does not provide it the same broad au: thority over intel- 
ligence-related activities as docs Rule XLVIII cf the House, Any 
eitort to establish a joint committee would have to resolve this 
difference, 

As for joint briefings, some progress has been mide in this area, On 
several occasions Members of one Committee have ben invited to sit in 
on briefings arranged by the other. In addition, t!:e two Committees 
have an agreement on the safeguarding of classifiec: material provided 
by one Committee to the other. 

Some concern, however, has been expressed on thr part of the Senate 
about the implications of House Rule XI which <-ates in part that: 
“(2) All committee hearings, records, data, charts, znd files ... shall be 
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the property of the House and all Members of the House shall have 
access thereto, .. .” That issue would have to be addressed if a joint 
committee were to be established. 

For the immediate future, the Committee believes it best to con- 
tinue to arrange, where possible, joint briefings with the Senate Select 
Committee, to exchange with the Senate Select Committee, where ap- 
propriate, transcripts of briefings and hearings and Committee studies 
and reports. 

DISCLOSURE OF INTELLIGENCE BUDGET 


One question which has vexed the Congress for several years is 
whether or not it is in the public interest to disclose the total amount of 
funds appropriated each year for the nation’s intelligence activities. 
The full Committee mado an extensive study of this matter, including 
two days of open hearings. Testifying on this subject were distin- 
guished Members of Congress, former intelligence officials, recognized 
constitutional scholars, current officials from the Executive Branch 
and interested citizens from the public sector. 

Testimony was received to the effect that the Constitution leaves it 
up to the Congress to decide what degree of specificity of detail will 
suffice to satisty Article I, Section 9 which states that: “. . . a regular 
statement and account of the receipts and expenditures of all public 
money shall be published from time to time.” 

Witnesses also noted that Article I, Section 5, clause 3: “Each house 
shall keep a journal of the proceedings and from time to time publish 
the same except such parts as ay in their judgment require secrecy” 
was used early in the Republic-to keep certain appropriations secret. 

Other witnesses urged the disclosure not only of the total appropria- 
tion figure for the National Foreign Intelligence Program but for each 
component as well, i.e., Central Intelligence Agency, National Security 
Agency, Defense Intelligence Agency, etc. They argued that the public 
has a right to know how its money is being spent and they doubted any 
harm would be done to the national security by such disclosures. Ad- 
ministration witnesses testified that the Administration would not 
object to the disclosure by Congress of the total budget figure for the 
entire National Foreign Intelligence Program but they warned that 
the disclosure of further details could assist foreign intelligence 
analysts to focus on certain elements of the budget which will disclose 
the techniques by which the United States intelligence agencies accom- 
plish their missions. 

Testimony was also heard that it would be difficult, if not impossible 
to hold the Tine at releasing just the total figure for the National For- 
eign Intelligence Program. Tntsrastad parties will want to know more 
and more details. It was also brought out at the hearings that no other 
country publicly discloses what it spends on intelligence operations. 
Reference was also made to the fact that the full House in 1975 rejected 
by a vote of 267 to 147 publishing the budget of the Central Intelligence 

gency. 

“Aftor considering all the testimony and after reviewing previous 
debates on this issue in both Houses, the full Committee agreed unani- 
mously that it could find no persuasive reason why disclosure of any or 
all amounts of the funds authorized for the intelligence and intel- 
ligence-related activities of the government would be in the public 
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interest. Instead, the Committee concluded that dis¢'»sure of any such 
amount of funds would inevitably lead to pressures ‘or the disclosure 
of additional levels of detail regarding the budgets. and activities of 
our intelligence agencies, information which the Gemmittee believes 
should remain classified in the interests of the natiotal security. 

In its unclassified report to accompany the bill a :thorizing appro- 
priations for fiscal year 1979 for the intelligence ind_intelligence- 
related activities of the United States Government. ‘ H. Rept. No. 95— 
1075, Part 1), the Committee noted that in making this judgment it 
fully contemplates that its own continued oversig:it activities, the 
deafeine of charters legislation for intelligence agent ss and the annual 
budget authorization process will provide ample, nee: ed accountability 
from intelligence agencies. It further noted that th: Committce’s re- 
ports and recommendations in this area will be mac:: available to the 
House. : 

The Committee further expressed its opinion th::. whether and to 
what extent budget disclosure is constitutionally mg: .dated is a matter 
of policy which the Congress is best qualified to judge. Budget dis- 
closure, like any other issue involving the national security, must. be 
considered in the full context of controlling circums:ances. The Com- 
mittee found compelling evidence to convince it that disclosure of 
budget. information as to the intelligence and iztelligence-related 
activities of the government is not justified in the > nmediate future. 
However, this is a judgment that ie Committee w'l] have to revisit 
from time to time to determine whether a reassessm:-nt of its position 
is required. 

UNIFORM SET OF DEFINITIONS 


One of the first problems the Committee faced vhen it began to 
study the operations of the intelligence services of ou» government was 
understanding the argot used by practitioners of th clandestine arts, 
particularly their version of bureaucratic acronyms, Thus, Committee 
Members were beset with briefings replete with refer: ncesto the NFIP 
(National Foreign Intelligence Program), GDIP ‘General Defense 
Intelligence Program), CCP (Consolidated Crypt::logic Program), 
NFAC (National Foreign Assessment Center), NIC (National In- 
telligence Tasking Center), COINS (Community Gu:line Intelligence 
System), FIS (Foreign Instrumentation Signals), sACINT (Acoustic 
Intelligence), SIGINT (Signals Intelligence), EY.INT (Electronic 
Intelligence) and the like not to mention the plethora of codewords 
designed to protect intelligence products and system). 

The Committee has been waging a steady campais:n against the un- 
necessary use of acronyms, but victories tend to be f¢-w and shortlived. 
The proliferation of such jargon has reached the: -tage where even 
those steeped in the lore of intelligence are having treble communicat- 
ing with one another. In an effort to bring some orde:: out of this chaos, 
if not to restrain the process, the National For-ign Intelligence 
Board—a group of senior intelligence officers from t'e various organi- 
zations of the intelligence community who act as aivisors to the Di- 
rector of Central Intelligence—compiled the attache-1 Glossary of In- 
telligence Terms and Definitions. The Committee 6?‘ers this as a first 
effort at understanding the acronyms and the defi.:itions of certain 
terms commonly used by intelligence officers. 
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AUTHORIZATION OF FUNDS 


To effectively conduct oversight of the clandestine activities of the 
nation’s intelligence entities, a congressional committee is greatly aided 
by having authority over the funds available to those intelligence 
entities."The House wisely endowed the Permanent Select Committee 
on Intelligence with the responsibility for considering the annual au- 
thorization for appropriation of funds for the intelligence and intel- 
ligence-related activities of the government. The latter category ‘is 
particularly important because, as the Committee discovered, tuere 
exists no effective mechanism within the Executive Branch to coordi: 
nate and guard against unnecessary duplication of programs by the 
Director of Central Intelligence on the one hand and the Secretary of 
Defense on the other. oes 

Several years ago, the House Appropriations Committee became 
concerned over the fact that a substantial number of intelligence pro- 
grams were not included in the “National Foreign Intelligence Pro- 
gram” budget submitted by the Administration and defendéd by the 
Director of Central Intelligence. Some of the missing items were 
tactical military intelligence activities, other were so closély related to 
intelligence that reasonable men could differ as to whether or not they 
should be counted as intelligence or combat support systems. To give 
some visibility to these items, a category known as intelligence-related 
activities was defined by the Secretary of Defense and the Joint Chiefs 
of Staff. The definition is on pages 18 and 19 of this report. : ©. 

The Program and Budget Authorization Subcommittee, chaired by 
Representative Burlison, are hearings on the fiscal year 1979 budget 
as soon as it was submitted to Congress in January 1978. The Sub- 
committee conducted what we believe to be the most thorough ex- 
amination ever given both the national and the intelligence-related 
budget submits of the President. In all, over 55 hours of testimony 
was heard on the fiscal year 1979 budget. Witnesses included ‘Admiral 
Stansfield Turner, the Director of Central Intelligence who presented 
the national intelligence program budget. That budest encompasses 
the programs of: , 

the Central Intelligence Agency ; 

the National Security Agency; 

the Defense Intelligence Agency; 

the Offices within the Department of Defense for ‘the collec- 
tion of specialized national foreign intelligence through recon- 
naissance programs; 

the Bureaw of Intelligence and Research of the Department of 

State; 

the intelligence elements of the military services, the Federal 
Bureau of Investigation, the Department of the Treasury, the De- 
partment of Energy and the Drug Enforcement Administration ; 
and 

the staff elements of the Office of the Director of Central 
Intelligence, 

In addition to Admiral Turner, who also defended the budget of 
the CIA, the Subcommittee heard testimony from the head of each 
of the components of the National Foreign Intelligence Pregram, 
including Vice Admiral B. R. Inman, Director, National Security 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/2$g CIA-RDP81M00980R003000090048-8 


Agency; Lieutenant General Eugene F. Tighe, Jr., USAF, Director, 
Defense Intelligence Agency; Daniel J. Murphy (Admiral, USN 
Ret.), Deputy Under Secretary of Defense for Poli y; Dr. Gerald P. 
Dinneen, Assistant Secretary of Defense for Comm.imications; Com- 
mand, Control and Intelligence; Major General Ed:uund R. 'Thomp- 
son, Assistant Chief of Staff for Intelligence, U.S, Army; Rear Ad- 
miral Sumner Shapiro, Director of Naval Intelligen:«; Major General 
James L.. Brown, Assistant Chief of Stat, Intelligence, USAF; as well 
as the heads of the reconnaissance programs of the Defense Depart- 
ment; Ambassador William G. Bowdler, Director of the State De- 
partment’s Bureau of Intelligence and Research ; Mr. Thomas Leavitt, 
Assistant Director, Intelligence Division, Federal, Jureau of Inves- 
tigation; Mr. Donald Moore, Assistant Director, J/omestic Security 
and Terrorism Division, Federal Bureau of Investi::ation; Mr. Row- 
land A. Morrow, Director, Defense Investigative Program Office; Dr. 
Walter McDonald, Principal Deputy Assistant Se-retary for Inter- 
national Affairs, Department of Energy; Mr. Richar | Davis, Assistant 
Secretary, Department of the Treasury; and Mr, Peter Bensinger, 
Administrator, Drug Enforcement Administration. 

The Program and Budget Authorization Subcosimittee examined 
each of those programs in considerable detail, focusing particularly 
on specific issues which consume large portions of the budget or which 
research and previous briefings had indicated suffe:ed from-manage- 
ment problems. In its hearings, the Subcommittee msde a special effort 
to identify the requirements for each intelligence system and activity 
funded in the budget. The deferral of several prop: sed new and very 
expensive systems was recommended by the Subemmittee and ap- 
proved by both Houses largely due to the failure of itxecutive Branch 
witnesses to demonstrate that those systems would fill a needed 
requirement. 

‘Che Subcommittee also directed its attention to ‘he issue of cross- 
program trade-offs. It found, and the full Commit +e in its classified 
report accompanying the budget authorization bill alled attention to, 
the lack of a suitable mechanism within the Executive Branch to make 
certain that there is no unnecessary duplication bety:een systems fund- 
ed in the national program and those funded in the} :telligence-related 
category. Consequently, the Subcommittee was faced to make such 
trade-offs itself based on the testimony and doét:mentary evidence 
presented to it. 

The Subcommittee also found that while the zer:. base budget con- 
cept offers potential for determining the priority in which intelligence 
programs, systems and components merit fundin::, the lack of an 
adequate tie between requirements and resources aid the tendency to 
look at intelligence activities program by program <ather than across 
programs has limited its effectiveness. 

As a result of the Subcommittee’s work in this ¢rea, the full Com- 
mittee expressed its concern that not enough is bein,; done in the man- 
agement of the human source intelligence cellection programs to de- 
termine their cost effectiveness compared to techn':al collection sys- 
tems. Nor, is enough being done to determine the dae: ree of interagency 
coordination and duplication of human source inf«!ligence collection 
that exists. 
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The Committee called to the attention of the Executive Branch a 
series of topics which it requested the Executive Branch to address 
with the fiscal year 1980 budget submission. Included were: 


Assured access to and wartime control of national intel- 
ligence collection systems on the part of military commanders. 

The degree to which current security restrictions on the 
availability and use of specially restricted or “compart- 
mented” intelligence deter the full and effective use of national 
intelligence collection systems in combat. 

The effectiveness of current and planned collection and ex- 
ploitation management systems to support the military 
commander. 

The possibility of joint Department of Defense/National 
Foreign Intelligence Program funding of projects whose 
priority does not warrant sole NFIP funding. 


Recognizing that in the arca of intelligence-related activities, the 
Permanent Select Committee on Intelligence shares jurisdiction with 
the House Armed Services Committee, the Subcommittee on Program 
and Budget Authorization worked closely with Members and staff of 
that Committee to ensure that no unnecessary duplication is occurring . 
between the program proposed by the Director of Central Intelligence 
on, the one bait and the Secretary of Defense on the other. Both 
Committees also bent every effort to make certain that anv gaps 
in our requirements for combat support intelligence are filled. Beth 
Committees are concerned over the need for our combat forces to have 
the best possible battlefield intelligence support. 

The budget total authorized by the Permanent Select Committee 
on Intelligence for the National Foreign Intelligence Program and 
the total authorized by both the Permanent Select Committee on In- 
telligence and the Armed Services Committee for intelligence-related 
activities were close to that requested in his budget by the President. 
Some deletions were made, however, in programs which did not ap- 
pear to be fully justified. Additions were made to other programs 
which the Committee felt had not received adequate priority from 
the Administration. The House passed H.R. 12240 on July 6, 1978. 

After a conference with the Senate Select Committee on Intelligence 
and after the Fouse and Senate Armed Services conferenve on intel- 
ligence-related activities in which the House Permanent Select. Com- 
mittee on Intelligence conferees participated, both Houses passed II.R. 
12240 authorizing appropriations for the intelligence and intelligence- 
related activities of the government. That marked the first time such 
an intelligence authorization bill was considered and passed by both 
Touses. The President, signed the bill into law on September 18, 1978. 

The Committee is also concerned over the drastic imbalance in the 
distribution of supergrade positions among the intelligence agencies. 
The Central Intelligence Agency has by far the most supergrade posi- 
tions—more than all the other agencies put together. The Committee 
recognizes that the quality of the performance of an intelligence com- 
ponent cannot be measured solely on the basis of the number of super- 
grades it has but the potential or lack thereof for promotion does af- 
fect the ability of any organization to attract and keep top quality 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/25 gCIA-RDP81M00980R003000090048-8 


personnel. Pending further analysis of this situation by the Commit- 
tee, a ceiling on supergrades was placcd by the Co:amittee at the cur- 
rently authorized levels. 


OTHER COMMITTEE ACTIONS 


In addition to the eight topics identified for stu:ily by H. Res. 658, 
the Committee addressed a number of other signif ant issues. In ad- 
dressing those issues, the Committee has made a conscious effort not 
to rehash old items which have already been examijied in full by other 
committees. Instead we have concentrated on pré-ent problems and 
those matters which will affect the future activities of our intelligence 
services, 

One such issue is that of terrorism, The Committe has held several 
hearings on the question of how well our foreign it::ligence, counter- 
intelligence and domestic law enforcement agencie:; work together to 
thwart the activities of terrorists. The Committee is also investi ating 
the extent, if any, to which recently enacted laws an! guidelines issued. 
by the Attorney General may be hampering the eff«ctive operation of 
our nation’s counterterrorist services. : 

The Committee is not yet satisfied that our intelligence services are 
cooperating as fully as they should in the area of counterterrorism, 
especially in the exchange of automated data bases. 't is far from con- 
vinced that the meshing of necessary guidelines ajid effective opera~ 
tions on the part of our counterterrorism agencies jias occurred, It is 
not certain that obtaining intelligence on terroris: groups has been 
given a high enough priority. There appears to be « greater focus on 
managing a terrorist incident once it has occurred than on preventing 
it from taking place. Consequently, during the coming year, the Com- 
mittee will continue to devote attention to this probl:-m area. 

Another area which is of concern to the Commi: ‘ee is that of our 
counterintelligence capability. The Committee is co: cerned that for a 
variety of reasons, the nation’s defenses against. pene ration by forei 
intelligence services may have been lowered well be}.ond an acceptable 
level. The Committee has had abundant evidence jresented to it re- 
garding the activities of the Soviet KGB within th: United States. 

For years, the Executive Branch has lacked a coordinating body 
to ensure that the Federal Bureau of Investigation, ‘he Central Intel- 
ligence Agency and the military services cooperate fr ily in the counter- 
intelligence area. Executive Order 12036, signed by President Carter 
on January 26, 1978 assigns to the Special Coording:ion Committee of 
the National Security Council responsibility for «ieveloping polic 
with respect to the conduct of counterintelligence a:tivities and wit 
resolving interagency differences concerning implenientation of coun- 
terintelligence policy. The Committee will be watchi::¢ this new proce- 
dure with special interest, 

LEGISLATION 


The Committee has found that a great many pieces of legislation, al- 
though aimed at resolving problems having nothing: to do with intel- 
ligence, can in fact impact rather dramatically on the intelligence 
services. For example, legislation regarding a mank iatory retirement 
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age for Federal government employees focused our Committee’s atten- 
ion on the fact that the Central Intelligence Agency has its own re- 
tirement and disability system with its own standards separate from 
the regular Civil Service retirement system. The Committee held an 
open hearing on the CIA Retirement and Disability System on Octo- 
ber 13, 1977 to examine the reasons why CIA needs a separate system 
and why the CIA should be allowed to retain a mandatory retirement 
age provision. The Committee was satisfied that CIA continues to re~ 
quire a separate retirement and disability act for a limited number 
of its employees who are exposed to hazardous conditions in their 
Overseas assignments. Public Law 95-256 passed on April 6, 1978 
leaves undisturbed CIA’s separate retirement system and a mandatory 
retirement age. 

The House also passed a Civil Service Reform Bill (H.R. 11280) 
which contains a provision for a Special Counse] of the Merit System 
Review Board to whom “whistleblowers” within the government can 
report illegal or improper activities of which they are aware. The 
Special Counsel was given broad authority to investigate such mat- 
ters when they are brought to his attention. Representatives from the 
CIA expressed their concern to the Permanent Select Committee on 
Intelligence over the security implications of a Special Counsel hay- 
ing the authority to make detailed investigations into the clandestine 
operons of the Central Intelligence Agency. After consultations with 
the House Committee on the Post Office and Civil Service, Chairman 
Boland of the Permanent Select. Commitiee on Intelligence offered 
an amendment, passed on a voice vote, which provides that when- 
ever the Special Counsel receives reports from “whistleblowers” in- 
volving foreign intelligence or counterintelligence information the 
disclosure of which is specifically prohibited by law or by executive 
order, or in any case in which the Special Counsel in consultation with 
appropriate Executive Branch authorities determines that informa- 
tion involved is prohibited from disclosure, the Special Counsel shall 
transmit such information to the Permanent Select Committee of the 
House of Representatives and the Select Committee on Intelligence of 
the Senate. In offering that amendment, Chairman Boland noted that 
the various intelligence agencies have Inspectors General and that 
there is a Presidentially created Intelligence Oversight Board, to 
which the Inspectors General report. In addition, both Houses have 
oversight committees which have, and ought to exercise, jurisdiction 
in matters that involve improprieties but which also concern intelli- 
gence information. 

Acting out of a similar concern to limit the number of people hav- 
ing access to sensitive intelligence information, the Permanent Select 
Committee on Intelligence has worked with the Committee on Govern- 
ment Operations to amend H.R. 12171 to eliminate the rovision that 
would have allowed the General Accounting Office (GAO) on its 
own initiative—to audit the CIA’s sensitive contingency fund which 
is used to support some of its most clandestine operations. This provi- 
sion was not considered necessary since the Permanent Select Commit- 
tee on Intelligence through its Program and Budget Authorization 
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Subcommittee keeps close account of how the C!A expends those 
funds, 

In addition to its work on formal pieces of legislation, the Per- 
manent Select Committee on Intelligence monitor: certain executive 
orders which impact on the intelligence activities ¢f the government. 
For example, the Committee staff had several meetisigs with represent- 
atives of the Executive Branch regarding draft pr ovisions of Execu- 
tive Order 12065 which sets forth the criteria for ¢assifying national 
security information. The Admin istration does not v adertake routinely 
to seek Committee advice on-executive order drafts or does it commit 
itself to accepting such advice. Nonetheless, both sic-s can benefit from 
informal exchanges of views prior to the forma: issuance of such 
executive orders. 


ADMISSION OF CERTAIN EXCLUDABLE 4!.JENS 


Witnesses from the Federal Bureau of Investigation in testimony 
before the Committee noted that under the pore ions of an amend- 
ment to the Foreign Relations Authorization Act for fiscal year 1978 
(Sec, 112), the Secretary of State was directed io recommend the 
admission of aliens who are excludable from the United States by 
reason of their involvement with espionage or terrozist activities unless 
the Seeretary determines that such admission would be contrary to 
the security interests of the United States and so certifies to the 
Speaker of the House of Representatives and the chairman of the 
Committee on Foreign Relations of the Senate. L: other words, spies 
or members of terrorist groups would be allowed :o enter the United 
States unless the Secretary of State sends a certifies‘ion to the contrary 
to the Speaker and the chairman of the Senate Foreign Relations 
Committee. _ 

The House Permanent Select Committee on Intelligence found that 
ag a result of that amendment, the recommendations of the Federal 
Bureau of Investigation against admitting aliens who pose a threat 
to the national security were ignored and Diose aliens were admitted. 
In 1977, 99 percent of those whom the Federal Bureau of Investiga- 
tion recommended be denied admission were, in fct, admitted to our 
country, and during the first part of 1978 100 persent of those aliens 
the Federal Bureau of Investigation recommendsr-i be denied admis- 
sion because they belong to groups proscribed by ]xw were allowed in. 

The Committee is deeply concerned over this see: ning insensitivity to 
the counterintelligence priorities of the nation. ‘J herefore, the Com- 
mittee included a requirement in H.R. 12240 that te Attorney General 
notify the House Permanent Select Committee on Intelligence and the 
Senate Select Committee on Intelligence wheneve” he notifies the Sec- 
retary of State that he knows or has reason to believe that an alien 
applying for admission to the United States isan excludable alien 
under the terms of section 212(a) (27), (28), or (29) of the Immigra- 
tion and Nationality Act (8 U.S.C, 1182(a)) anc that alien is sub- 
sequently admitted into the United States. 

That language was modified in conference wi'n the Senate Select 
Committee to require a one-time report from the Attorney General to 
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the select committees on ‘intelligence by October 30, 1979 describing 
those cases during fiscal year 1979 in which the Director of the Federal 
Bureau of Investigation has notified the Attorney General that the 
Director has reason to believe an alien is excludable under the above 
provisions of the Immigration and Nationality act and that alien is 
subsequently admitted to the United States. 

The Senate and House conferees noted that they hoped this legisla- 
tion will stress the need to bring about a balanced perspective in the 
interagency decisionmaking process regarding the Federal Bureau of 
Investigation’s recommendations for visa denials. The bill containing 
this provision was passed by both Houses and was assigned into law by 
the President on September 18, 1978. 


CIA AND THE MEDIA 


One of the most sensitive areas of concern has been the relationship 
between the Central Intelligence Agency and the news media. In 
December 1977, the Oversight Subcommittee began a lengthy series 
of hearings—most of them in public session—on this issue. Chairman 
Boland of the full Committee opened those hearings by noting that 
‘ve are a nation that values a free press above many other highly 
prized rights.” Mr. Boland went on to state that “at the same time it 
is also appropriate to mention that our national interest, our position 
as a world power, and indeed our very survival in this nuclear age, 
make it imperative that our government and our policymakers have 
the necessary intelligence to enable them to act in an informed fashion 
for the common good.” 

Representative Les Aspin (Democrat, Wisconsin), who chaired the 
Subcommittee’s hearings, pointed out that the hearings were designed 
to try to determine what, if any, is the proper relationship between the 
media and the Central Intelligence Agency. A wide range of witnesses 
testified before the Oversight Subcommittee, including former Direc- 
tor of Central Intelligence William Ei. Colby; Mr. John Maury, former 
Legislative Counsel to the Director of Central Intelligence; Dr, Ray 5. 
Cline, Executive Director of Studies, The Center for Strategic and 
International Studies, Georgetown University ; Mr. David A. Phillips, 
Association of Former Taeslligencs Officers: Mr. Joseph Fromm, Dep- 
uty Editor, U.S. News and World Report ; Mr. Herman Nickel, Board 
of Editors, Fortune Magazine, Mr. Ward Just, freelance writer; 
Mr. Tad Szulc, freelance writer; Ambassador William C, Trucheart; 
Ambassador L. Dean Brown; Ambassador William Porter; Mr. Mor- 
ton H. Halperin, Director, Conter for National Security Studies; Mr. 
Stuart Loory, Managing Editor, Chicago Sun-Times; Mr. Clayton 
Kirkpatrick, Editor, the Chicago Tribune; Mr. Robert Meyers, 
Publisher, the New Republic; Mr. Eugene Patterson, Editor, St. 
Petersburg Times; Mr. Gilbert Cranberg. Editor, the Des Moines 
Register-Tribune; and Admiral Stansfield Turner, Director of Central 
Intelligence. 

The hearings focused on the various types of activities media rep- 
resentatives might become engaged in with the Central Intelligence 
Agency such as swapping information, getting pre-trip briefings from 
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Agency employees, post-trip debriefings to the Agency, access by CIA 
to media files, and a wide range of support activit:s on behalf of the 
CIA. The hearings also delved deeply into possibk: problems of prop- 
aganda planted by CIA through media contacts “ lowing back” into 

nited States newspapers, television news and the like, The hearings 
also highlighted efforts both by current Directo: of Central Intel- 
ligence Admiral Turner and his predecessor George Bush to regularize 
CIA’s relations with the media. 

Finally, the hearings brought out the fact that: ihe Soviet Union’s 
intelligence arm—the KG@B—makes extensive us: of domestic and 
foreign media in order to spread its propaganda thrsughout the world. 


GLossary or INTELLIGENCE TERMS AND DEFINITIONS PUBLISHED BY THE 
INTELLIGENCE Communtry Starr ror THE Direcr or or Centra IN- 
TELLIGENCE. Wits ADVICE or THE NaTIonaL For:ign INTELLIGENCE 
Boarp, June 15, 1978 

PREFACE 


This publication is the product of an interagen:-y working grou 
formed by the National Foreign Intelligence Board :n September 1977, 
and composed of representatives from the organiztions which con- 
stitute the Intelligence Community. 

This publication is designed to be a reference a: d guidance docu- 
ment for interdepartmenta] communications and unk ierstanding within 
the Intelligence Community and is a means of fosiring communica- 
tion with other Executive Branch organizations ané with the Congress 
and the Judiciary. The glossary reflects only those intelligence terms 
commonly used within and definitions commonly acc ::pted by the Com- 
munity. It does not include organizationally peculi. r terms or defini- 
tions nor does it include such details as could be acidressed only in a 
classified document. 

The value of this document is dependent upon its. rrency and com- 
pleteness; thus, it is expected that changes will @-ur as new terms 
evolve and as definitions change. Users are encourd:ed to submit pro- 
posed corrections, additions, deletions, or amendmt ‘its through their 
Intelligence Community representative to the Ex cutive Secretary, 
National Foreign Intelligence Board. The interagen:y working group 
will support the Executive Secretary and will be ré-ponsible for a re- 
view of proposed changes, an annual review of the entire document 
for currency and adequacy, and the submission of recommended 
changes to the National Foreign Intelligence Board. 

Although this document has been designed to enk.-nce the efficiency 
of communications within the Intelligence Communi: y, it is hoped that 
it will also contribute to language commonality thiexghout the intel- 
ligence field. In this regard, authors of other inte ‘gence glossaries 
and of other special-use elossaries which contain inte: ligence terms are 
encouraged to consider the terms and definitions cont .:ined herein. 

The definitions in this glossary may not coincide piecisely with defi- 
nitions used elsewhere for departmental or legal pt: poses, especially 
where definitions were devised for the purpose of supporting and clari- 
fying the language of a legal document. However, t-rms which have 
been given other definitions have been annotated with a reference to 
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Appendix B, which contains the term and the definition or definitions 
and cites the source document. Current publications and documents 
known. to contain intelligence terms and definitions, to include those 
definitions contained in Appendix B, are listed in the index at Ap- 
pendix C. 
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METILODOLOGY 


The definitions in this glossary have been devised by intelligences 
officers, not by philologists or semanticists. Some definitions, therefore, 
may have limited applicability outside the Intelligence Community, 
while other definitions may be restricted to the single use of a word 
which has intelligence significance; as, for example, in the word 
“source.” Insofar as Pdi however, the definitions included here 
contain a measure of consistency of form, and an attempt has been 
made to establish relationships among important intelligence words 
and terms. A basic example exists in the relationships to be found 
among the terms “information,” “intelligence information” and “in- 
telligence.” William R. Corson, in his The Armies of Ignorance, 
observed : 


A word of caution about the term intelligence is in order. 
Too often it is used synonymously or interchangeably with 
information. This is inaccurate and quite misleading. Infor- 
mation until and unless it has been analyzed and evaluated 
remains nothing more than a fact. Information may be inter- 
esting, amusing, or hitherto unknown to the person receiving 
it, but by and in itself it is inappropriate to call it intelligence. 
The three terms intelligence, intelligence information, and in- 
formation need to remain distinct. Intelligence by itself refers 
to the meaning of, or a conclusion about, persons, events, and 
circumstances which is derived from analysis and/or logic. 
Intelligence information consists of facts bearing on a previ- 
ously identified problem or situation, the significance of which 
has not been completely established. And information is made 
of raw facts whose relationship to other phenomena has yet to 
be considered or established. Similarly, the methods involved 
in acquiring information and/or intelligence information by 
any means and turning it into intelligence constitute the in- 
telligence process or cycle. The distinctions between these 
terms are important to remember. ... 


This glossary makes similar distinctions: information is unevaluated 
material of every description, intelligence information is information 
of potential intelligence value, and intelligence is the knowledge de- 
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rived from a cyclical processing of information. Tie articulation of 
these differences is fundamental to the repeated use of these terms in 
defining other terms. One will find, for example, that nuclear inteHi- 
gence is defined as intelligence derived from the colle-tion and analysis 
of radiation, etc., whereas communications intellig.nce is defined as 
technical and intelligence information derived frot: the intercept of 
foreign communications, etc. (not yet analyzed, it ‘3 not yet jntelli- 
gence). Such fine distinctions are expected to contr:ute to a broader 
understanding of the common meanings of many suc}: terms. 

Arriving at a suitable definition for the word inte ‘ligence is a chal- 
lenge unto inself. In Sherman Kent's Strategic Intelligence for 
American World Policy, mtelligence is characterize:! as having three 
definitional subsets: knowledge, organization, arl activity. ‘This 
concept is particularly useful in establishing the fa¢: that intelligence 
in the current context has multiple meanings. 

Intelligence, he says, is the knowledge that our na-ion must possess 
regarding other nations in order to assure itself tha: its interests will 
not fail because of planning or decisionmaking done 1 ignorance; and 
upon which knowledge our national foreign policy is based. Intelli- 
gence is also an institution; . . . a physical orgary ization of living 
people which pursues the special kind of knowle@ ve at. issue. And 
intelligence is the activity which the organization performs: research, 
analysis, collection, evaluation, study, presentation, aiid myriad others, 

As helpful as they are, Kent’s definitions are excesively delimiting 
for purposes of this glossary. In the sense that inte’!igence is knowl- 
edge, for example, one cannot assume that all int fligence is “our” 
intelligence. It is necessary, therefore, to fashion the :nost basic defini- 
tion possible for the word intelligence in this sens: of its meaning, 
trusting in the utilizer’s ability to select.a proper meulifier to give the 
word more precise meaning when that is necessary. Vlore definitional 
flexibility results from such an approach. 

But intelligence is more than the knowledge conti ined in an intel- 
ligence product. It encompasses the intelligence organizations and ac- 
tivities that Kent refers to, and other activities—an.! their resultant 
products—which are known as counterintelligence, For these reasons, 
one might be tempted to define intelligence simply #5 a generic term 
which encompasses both foreign intelligence and fore ‘gn counterintel- 
ligence, thence to formulate spearate definitions for cach of those 
terms. One quickly discovers, however, that such a sibiplistic approach 
is insufficiently satisfying because it fails to provide for several shades 
of meaning‘and subsequent use. 

The problem is compounded by the scores of different types of 
intelligence that are used commonly and which must b= broadly under- 
stood, and by the variety of headings under which tiese types of in- 
telligence are classified. Some types of intelligence ar: source-oriented 
(such as human intelligence or signals intelligen:s), some form- 
oriented (as in raw or unfinished intelligence), some system-oriented 
(electronic or telemetric), some subject-oriented (me: ‘ical, economic), 
some use-oriented (military, tactical), and a probab!» host of others. 
But the point to be made here is how essential the busic definition of 
intelligence is to further understanding of the many. many ways in 
which it can be used. The definition of intelligence as: appears in this 
glossary attempts to account for all of the foregoing. » 
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Some types of intelligence 


Acoustic(al) Intelligence - Joint Intelligence 
, (ACOUSTINT or ACINT)- Laser Inteiligence (LASINT) 
Actionable Intelligence Measurement and Signature Intel- 
Basic Intelligence ligence (MASINT) 
Biographic(al) Intelligence Medical Intelligence (MEDINT) 
Cartographic Intelligence Military Intelligence (MI) 
Combat Intelligence National Intelligence 
Communications Intelligence Nuclear Intelligence (NUCINT) 
(COMINT) Nuclear Proliferation Intelligence 
Counterintelligence Operational Intelligence 
Critical Intelligence (OPINTEL) 
Current Intelligence Optical Intelligence (OPTINT) 
Department cal) Intelligence Photographic Intelligence 
Feonomic Intelli 


ence oes INT) 


Electro-Optical Intelligence Political Intelligence 
(ELECTRO-OPTINT) Positive Intelligence 
Electronic Intelligence (ILINT) Radar Intelligence (RADINTS 
Energy Intelligence Radiation Intelligence (RINT 

Estimative Intelligence Raw Intelligence 

Evasion and Escape Intelligence Scientific and Technical (S&T) 

Finished Intelligence Intelligence 

Horigt Counterintelligence - Signals Intelligence (SIGINT) 
I Special Intelligence (SI) 


Foreign Instrumentation Signals Strategic Intelligence 


Intelligence (FISINT) Tactical Intelligence 
Foreign Intelligence (11) (TACINTEL) 
Foreign Materiel (FORMAT) Target Intelligence 
{Intelligence Technical Intelligence (T1) 
Geographic(al) Intelligence Telemetry Intelligence 


Human Intelligence (HUMINT) (TELINT) 
Imagery Intelligence (IMINT) 


The reader will notice frequent cross-referencing between terms and 
their definitions. In addition to providing an intelligence lexicon, the 
glossary purports to be tutorial, inasmuch as it is possible, and fre- 
que cross-referencing is a technique employed intentionally to that 
end. 

The term cross-referenced most often is intelligence cycle which, 
with its separately defined steps, is conceptually fundamental to un- 
derstanding the vocabulary of intelligence. The definitienal technique 
is to list the steps in the cycle as subsets of it (rather than in their 
normal alphabetical order in the glossary), and to refer many related 
terms to the cycle and its various steps. The desired result is to keep 
the reader’s focus on the intelligence cycle in order to maintain the 
conceptual integrity of its component steps. 

The drafters of the definitions contained in this glossary were not 
constrained by existing definitions or by the narrow meaning of terms 
where broader significance could be achieved by redefinition. Known 
definitions were nevertheless accommodated to the greatest extent 
possible. The primary objective of the drafters was to define these 
terms that lacked definition and to improve on those definitions extant. 
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GLOSSARY OF INTELLIGENCE TERMS AND DE: ‘[INITIONS 


Acoustical intelligence* (ACOUSTIN T) : Intellivence information 
derived from analysis of acoustic waves radiated ether intentionally 
or unintentionally by the target into the surroun.ling medium. (In 
Naval usage, the acronym ACINT is used and usu: lly refers to intel- 
ligence derived specifically from analysis of underwater acoustic waves 
from ships and submarines.) 

Actionable intelligence: Intelligence informatign that is directly 
useful to customers without having to go through ti.c full intelligence 
production process; it may address strategic or ta-tical needs, ¢close- 
support of U.S. negotiating teams, or action elements dealing with 
such matters as international terrorism or narcotics, 

Administratively controlled inforraation: Privil: ved but. unclassi- 
fied material bearing designations such as “For Offi ial Use Only,” or 
“Limited Official Use,” to prevent disclosure to una::thorized persons. 

Advisory tasking: A non-directive statement of ip ‘elligence interest 
or a request for intelligence information which is usually addressed by 
an element of the Intelligence Community to depart ‘nents or agencies 
having information collection capabilities or intellience assets not a 
part of the National Foreign Intelligence Program. - 

Agent*: A person who engages In clandestine in: slhigence activity 
under the direction of an intelligence organization '.ut who is not an 
ollicer, employee, or co-opted worker of that organ! “ation. 

Agent of influence*: A person who is manipulated »y an intelligence 
organization to use his position to influence public oy ‘nion or decision- 
making in a manner which will advance the objectic of the country 
for which that organization operates. 

Alert memorandum: A document issued by the Director of Central 
Intelligence to National Security Council-level policymakers to warn 
them of possible developments abroad, often of 4 -risis nature, of 
major concern to the U.S.; it is coordinated withiz the Intelligence 
Community to the extent time permits, 

Analysis*: A process in the production step of the intelligence cycle 
in which intelligence information is sub jected to sys™matic examina- 
tion in order to identify significant facts and derive cunclusions there- 
from, (Also see intelligence cycle.) 

Assessment*: (1) (General use) Appraisal of tie worth of an 
intelligence activity, source, information, or produc: in terms of its 
contribution to a specific goal, or the credibility, relial: lity, pertinency, 
accuracy, or usefulness of information in terms of an intelligence 
need. When used in contrast with evaluation asses ment implies a 
weighing against resource allocation, expenditure, or 1:sk. (See evalua- 
tion.) (2) (Production context) See intelligence a: sessment. (Also 
see net assessment.) 

Asset*: See intelligence asset, (Also see national intelligence asset 
and tactical intelligence asset.) 

Authentication: (1) A communications security measure designed 
to provide protection against fraudulent transmis:'on and hostile 
imitative communications deception by establishing tie validity of a 
transmission, message, station, or designator. (2) A m.ans of identify- 
ing or verifying the eligibility of a station, originatir, or individual 


*See Appendix B, Alternate Definitions, 
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to recelve specific categories of information, (Also see communications 
deception.) 

Automatic data processing system security: All of the technological 
safeguards and managerial procedures established and applied to com- 
puter hardware, software, and data in order to ensure the protection 
of organizational assets and individual privacy; it includes: all hard- 
ware/software functions, characteristics, and features; operational 
procedures, accountability procedures, and access controls at the cen- 
tral computer facility; remote computer and terminal facilities, man- 
agement constraints, physical structures and devices; and the per- 
sonnel and communication controls needed to provide an acceptable 
level of protection for classified material to be contained in the 
computer system. 

Basic intelligence*: Comprises general reference material of a 
factual nature which results from a collection of encyclopedic in- 
formation relating to the political, economic, geographic, and military 
structure, resources, capabilities, and vulnerabilitics of foreign nations. 

Biographical intelligence: Foreign intelligence on the views, traits, 
habits, skills, importance, relationships, health, and curriculum vitae 
of those foreign personalities of actual or potential interest to the 
United States Government. 

Cartographic intelligence: Intelligence primarily manifested in 
maps and charts of areas outside the United States and its territorial 
waters, 

Case officer*: A professional employee of an intelligence organiza- 
tion who is responsible for providing direction for an agent operation. 
(See agent.) 

Central Intelligence Agency Program (CIAP): See National For- 
eign Intelligence Program. 

Cipher*: A cryptographic system in which the cryptographic treat- 
ment (i.e., the method of transforming plain text by predetermined 
rules to obscure or conceal its meaning) is applied to plain text ele- 
ments such as letters, digits, polygraphs, or bits which either have no 
intrinsic meaning or are treated without regard to their meaning in 
cases where the element is a natural-language word. 

Clandestine: Secret or hidden; conducted with secrecy by design. 

Clandestine activity: Secret or hidden activity conducted with 
secrecy by design. (The phrase clandestine operation is preferred. Op- 
erations are pre-planned activities.) 

Clandestine collection: The acquisition of intelligence information 
in ways designed to assure the secrecy of the operation. 

Clandestine communication: Any type of communication or signal 
originated in support of clandestine operations. (Also see illicit 
communication. ) 

Clandestine operation*: A pre-planned secret intelligence informa- 
tion collection activity or covert political, economic, propaganda, or 
paramilitary action conducted so as to assure the secrecy of the opera- 
tion; encompasses both clandestine collection and covert action. 

Clandestine Services: That portion of the Central Intelligence 
Agency (CIA) that engages in clandestine operations ; sometimes used 
as synonymous with the CIA Operations Directorate. 


*See Appendix B, Alternate Definitions. 
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Classification: The determination that official :nformation requires, 
in the interest of national security, a specific degree of protection 
against unauthorized disclosure, coupled with a designation signifying 
that such a determination has been made; the de-ignation is normally 
termed a security classification, (Also see declag.:ification.) 

Classification authority : Those officials within tiie Executive Branch 
who have been authorized pursuant to an xee :tive Order to origi- 
nally classify information or material. 

Classified information* : Official information y-hich has been deter- 
mined to require, in the interests of national security, protection 
against unauthorized disclosure and which has iwen so designated. 

Code*: A cryptographic system in which the esyptographic equiva- 
lents (usually called code groups), typically co: ~sting of letters or 
digits (or both) in otherwise meaningless combinations, are substituted 
for plain text elements such as words, phrases, ir sentences. 

Code word* : Generally, a word or term which ccnveys a prearranged 
meaning other than the conventional one; specifically, a word or term 
chosen to conceal the identity of a function or action, as distinguished 
from a cover name which conceals the identity o} a person, organiza- 
tion, or installation. (Also see cover.) 

Codeword* : Any of a series of designated words vr terms used with a 
security classification to indicate that the material so classified was 
derived through a sensitive source or method, constitutes a particular 
type of sensitive compartmented information (SCI), and is therefore 
accorded limited distribution. 

Collateral: All national security information «lassified under the 
provisions of an Executive Order tor which speci::| Intelligence Com- 
munity systems of compartmentation (ie., sensitive compartmented 
information) are not formally established. 

Collection* : See intelligence cycle. 

Collection guidance: See guidance. 

Collection requirement: expression of an ir :elligence informa- 
tion need which requires collection and carries #¢ least an implicit 
authorization to commit resources in acquiring the ieeded information. 
(Also see intelligence requirement.) 

Combat information: Unevaluated data, gathe:«d by or provided 
directly to the tactical commander which, due to its highly perishable 
nature or the criticality of the situation, cannot be processed into 
tactical intelligence in time to satisfy the custom:::’s tactical intelli- 
gence requirements. 

Combat intelligence: That knowledge of the er»my, weather, and 
geographical features required by a commander wv. the planning and 
conduct of combat operations. (Also sce tactical i: .telligence. ) 

Committee on Exchanges (COME): Sce Director of Central In- 
telligence Committec. (Also see DCID 2/6.) 

Committee on Imagery Requirements and Ex»loitation (COM- 
TREX): See Director of Central Intelligence Co:-imittee. (Also see 
DCID 1/13.) 

Communications cover: See manipulative communications cover. 

Communications deception : The deliberate transn:ission, retransmis- 
sion, alteration, absorption, or refiection of telecojamunications in a 


*See Appendix B, Alternate Definitions. 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/25,;, CIA-RDP81M00980R003000090048-8 


manner intended to cause a misleading interpretation of these telecom- 
munications. It includes: 

a. Imitative communications deception—Intrusion into forcign com- 
munications channels for the purpose of deception by introducing 
signals or traffic in imitation of the foreign communications. 

b. Manipulative communications deception—The alteration or simu- 
lation of friendly telecommunications for the purpose of deception. 

Communications intelligence* (COMINT): Technical and intel- 
ligence information derived from intercept of foreign communications 
by other than the intended recipients; it does not include the monitor- 
ing of foreign public media or the intercept of communications 
obtained during the course of counterintelligence investigations within 
the United States. 

Communications security* (COMSEC): The protection resulting 
from any measures taken to deny unauthorized persons information of 
value which might be derived from telecommunications, or to ensure 
the authenticity of such telecommunications. 

Communications security signals acquisition and analysis: The 
acquisition of radio frequency propagation and its subsequent analysis 
to determine empirically the vulnerability of the transmission media to 
interception by hostile intelligence services; it includes cataloging the 
transmission spectrum and taking signal parametric measurements as 
required but does not include acquisition of information carried on the 
system ; it is one of the techniques of communications security surveil- 
lance, (Also see communications security surveillance.) 

Communications security surveillance: The systematic examination 
of telecommunications and automatic data processing systems to deter- 
mine the adequacy of communications security measures: to identify 
communications security deficiencies, to provide data from which to 
predict the effectiveness of proposed communications security 
measures, and to confirm the adequacy of such measures after 
implementation. 

Community On-Line Intelligence System (COINS) : A network of 
Intelligence Community computer-based information storage and re- 
trieval systems that have been interconnected for interagency sharing 
of machine formatted files. 

Compartmentation*: Formal systems of restricted access to intel- 
ligence activities, such systems established by and/or managed under 
the cognizance of the Director of Central Intelligence to protect the 
sensitive aspects of sources, methods, and analytical procedures of for- 
eign intelligence programs, (Also see decompartmentation.) 

Compromise*: The exposure of classified official information or 
activities to persons not authorized access thereto; hence, unauthorized 
disclosure. (Also see classified information.) 

Compromising emanations: Unintentional emissions which could 
disclose information being transmitted, received, or handled by any 
information-processing equipment. 

‘Computer security* : The computer-driven aspects of automatic data 
processing system security encompassing the mechanisms and tech- 
niques that control access to or use of the computer or information 
stored in it. (Also see automatic data processing system security.) 
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Jonsolidated Cryptologic Program (CCP): See National Foreign 
Intelligence Program. 

Consolidated Intelligence Resources Information fystem (CIRIS) : 
The automated management information system use| to identify and 
display the expected distribution of all intelligence sesources within 
the National Foreign Intelligence Program, 

Consumer* : See customer. 

Co-opted worker: A national of a country but no: an officer or em- 
ployee of the country’s intelligence service who assis s that service on 
a temporary or regular basis. (In most circumst.nces a sre tae 
worker is an official of the country but might also t:, for example, a 
tourist or student.) 

Coordination: (1) (In general) The process of see xing concurrence 
from one or more groups, organizations, or agencies regarding a pro- 
posal or an activity for which they share some re sponsibility, and 
which may result in contributions, concurrences, or :lissents. (2) (In 
intelligence production) The process by which pr°ducers gain the 
views of other producers on the adequacy of a specific lraft assessment, 
estimate, or report; it is intended to increase a pro:luct’s factual ac- 
curacy, clarify its judgments, resolve disagreemet: on issues that 
permit, and sharpen statements of disagreement on, major unresolved 
issues. 

Counterintelligence* : See foreign counterintelliges-ce. 

Yover: Protective guise used by a person, organiz ‘tion, or installa- 
tion to prevent identification with clandestine opera ions. 

Covert: See clandestine. 

Covert action: A clandestine operation designed te influence foreign 
governments, events, organizations, or persons in support of United 
States foreign policy; it may include political, econo:nic, propaganda, 
or paramilitary activities. Covert action is referre¢ to in Executive 
Order No. 12086 as special activities. (See special act: vities.) 

Covert, operations: See clandestine operation (pt«ferred term). A 
covert operation encompasses covert action and clant'estine collection. 

Critical Collection Problems Committee (CCPC) : See Director of 
Central Intelligence Committee. (Also see DCID 2/2. } 

Critical intelligence* : Intelligence information ¢ intelligence of 
such urgent importance to the-security of the Unite: States that it is 
transmitted at the highest priority to the President ad other national 
decisionmaking officials before passing through rezular evaluative 
channels. 

Critical Intelligence Communications System (URITICOMM): 
Those communications facilities under the operatio}:nl and technical 
control of the Director, National Security Agency. vhich have been 
allocated for the timely handling of critical intellzence. (Also. see 
critical intelligence.): 

Critical intelligence message* (CRITIC) : A mess::ge designated as 
containing critica] ae en (Also see critical int:!ligence.) 

Cryptanalysis (CA): The steps or processes invol.cd in converting 
encrypted messages into plain text without initial /nowledge of the 
system or key employed in the encryption. 
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CRYPTO: A designation which is applied to classified, crypto- 
graphic information which involves special rules for access and han- 
dling. (Also see cryptographic information. ) 

Cryptographic information: All information significantly descrip- 
tive of cryptographic techniques and processes or of cryptographic 
systems and equipment, or their functions and capabilities, and all 
cryptomaterial (“significantly descriptive” means that the informa- 
tion could, if made known to unauthorized persons, permit recovery of 
specific cryptograhpic features of classified erypto-equipment, reveal 
weaknesses of associated equipment which could allow recovery of 
plain text or of key, aid materially in the cryptanalysis of a general or 
specific cryptosystem, or lead to the cryptanalysis of an individual 
message, command, or authentication). (Also see CRYPTO.) 

Cryptographic security : The component of communications security 
that results from the provision of technically sound cryptographic 
systems and which provides for their proper use. 

Cryptographic system: All associated items of cryptomaterial (e.g., 
equipment and their removable components which perform crypto- 
graphic functions, operating instructions, and maintenance manuals) 
that are used as a unit to provide a single means of encryption and 
decryption of plain text so that its meaning may be concealed ; also any 
mechanical or electrical device or method used for the purpose of 
disguising, authenticating, or concealing the contents, significance, or 
meanings of communications; short name: cryptosystem. 

Cryptography*: The branch of cryptology used to provide a means 
of encryption and deception of plain text so that its meaning may be 
concealed. 

Cryptologic activities: The activites and operations involved in the 
production of signals intelligence and the maintenance of signals 
security. 

Cryptology : The science of producing signals intelligence and main- 
taining signals security. (Also see cryptanalysis and eryptography.) 

Cryptomaterial*: All material (including documents, devices, or 
equipment) that contains cryptographic information and is essential 
to the encryption, decryption, or authentication of telecommunications. 

eh ieee Shortened form of cryptographic security. See 
above. 

Cryptosystem: Shortened form of cryptographic system, See above. 

Current intelligence*: Intelligence o all types and forms of im- 
mediate interest to the users of intelligence; it may be disseminated 
without the delays incident to complete evaluation, interpretation, 
analysis, or integration. 

Customer : An authorized person who uses intelligence or intelligence 
information either to produce other intelligence or directly in the 
decisionmaking process; it is synonymous with consumer and user. 

Damage assessment: (1) (Intelligence Community context.) An 
evaluation of the impact of a compromise in terms of loss of intel- 
ligence information, sources, or methods, and which may describe 
and/or recommend measures to minimize damage and prevent future 
compromises. (2) (Military context.) An appraisal of the effects of 
an attack on one or more elements of a nation’s strength (military, 


*See Appendix B, Alternate Definitions. 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/28 : CIA-RDP81M00980R003000090048-8 


economic, and political) to determine residual capaility for further 
military action in support of planning for recovery aod reconstitution. 

DCID 1% Attachment: An annual publication by the Director of 
Central Intelligenee (DCI) which establishes a prioriiies classification 
system ; it presents requirements categories and fora-n countries ina 
geotopical matrix, against which priorities are assign: d which provide 
the Intelligence Community with basic substantive p:iorities guidance 
for the conduct of all U.S. foreign intelligence activiiies; it includes a 
system for adjusting priorities between annual public tions; priorities 
are approved by the DCI with the advice of the Natiot::1 Foreign Intel- 
ligence Board. (Also see priority.) 

Deception: Those measures designed to mislead » en power 
organization, or person by manipulation, distortion, or falsification of 
evidence to induce him to react in a manner prejudici»! to his interests. 
(Also see communications deception, electronic couniermeasures, and 
manipulative deception.) 

Declassification : Removal of official information frm the protective 
status afforded by security classification; it requires 1 determination 
that disclosure no longer would be detrimental to 1: :tional security. 
(Also see classification.) 

Decode : To convert an encoded message into plain ti:xt. 

Decompartmentation : The removal of information from a compart- 
mentation system without altering the information ti: conceal sources, 
methods, or analytical procedures. (Also see compart: entation.) 

Decrypt: To transform an encrypted communicatic» into its equiva 
lent plain text. t 

Decipher: To convert an enciphered communicati«-n into its equin 
lent plain text. - 

Defector* : A national of a designated country who has escaped free 
its control or who, being outside its jurisdiction and control, is unwil- 
ing to return and who is of special value to anotwuer governme: 
because he is able to add valuable new or confirmaiory intelligen 
information to existing knowledge about his country. ‘ Also see emig 
refugee, and disaffected person.) g. 

Defenxe Intelligence Community*: Refers to thé Defense Inteo 
xence Agency (DIA), the National Security Agency (NSA) and tr- 
Military Services’ intelligence offices including Dej:artment of Irs 
fense (DoD) collectors of specialized intelligence through reconnsee 
sance programs. 

Departmental intelligence* : Foreign intelligence pr duced and» 
within a governmental department or agency in meeiing its assiyity. 
responsibilities. 

Direction finding (DF): A procedure for obtair ng bearing: 
radio frequency emitters with the use of a direction: antenna anny 
display unit on an intercept receiver or ancillary equipment. ‘ni- 

Director of Central Intelligence (DCI) : The Pregident’s prince: 
foreign intelligence adviser appointed by him with t):e consent oftce 
Senate to be the head of the Intelligence Communm'iy and Direc 
of the Central Intelligence Agency and to discharge | hose authoriat 
and responsibilities as they are prescribed by law anc. by Presidency 
and National Security Council directives. ‘is- 
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Director of Central Intelligence Committee: Any one of several 
committees established by the Director of Central Intelligence (DCI) 
to advise him and to perform whatever functions he shall determine; 
DCI Committees caielly deal with Intelligence Community concerns, 
and their terms of reference ordinarily are specified in DCI Directives ; 
members may be drawn from all components of the Intelligence Com- 
munity. (Also sce Director of Central Intelligence Directive.) 

Director of Central Intelligence Directive (DCID) : A directive is- 
sued by the Director of Central Intelligence which outlines general 
policies and procedures to be followed by intelligence agencies and 
organizations which are under his direction or review. 

Disaffected person: A person apparently disenchanted with his 
current situation who may therefore be exploitable for intelligence 
purposes; e.g., by the willingness to become an agent or defector. (Also 
sec walk-in.) 

Disclosure: The authorized release of classified information through 
approved channels. 

Dissemination* : See intelligence cyele. 

Domestic collection: The acquisition of foreign intelligence infor- 
mation within the United States from governmental or nongovern- 
mental organizations or individuals who are willing sources and choose 
to cooperate by sharing such information. 

Double. agent*: An agent who is cooperating with an intelligence 
service of one government on behalf of and under the control of an 
intelligence or security service of another government, and is manipu- 
lated by one to the detriment of the other. 

Downgrade: To change a security classification from a higher to a 
lower level. 

Economic intelligence* : Foreign intelligence concerning the produc- 
tion, distribution and consumption of goods and services, labor, fi- 
nance, taxation, and other aspects of the international economic 
system. 

Ee eeuninie Intelligence Committee (EIC) : See Director of Central 
Intelligence Committee. (Also see DCID 3/1.) 

Electro-optical intelligence (ELECTRO-OPTINT) : Intelligence 
information derived from the optical monitoring of the electromag- 
netic spectrum from ultraviolet (0.01 micrometers) through far (long 
wavelength) infrared (1,000 micrometers). (Also see optical 
intelligence.) 

Electronic countermeasures (ECM): That division of electronic 
warfare involving actions taken to prevent or reduce an adversary’s 
effective use of the electromagnetic spectrum. Electronic countermeas- 
ures include electronic jamming, which is the deliberate radiation, re- 
radiation, or reflection of electromagnetic energy with the object of 
impairing the uses of electronic equipment used by an adversary; 
and electronic deception, which is similar but is intended to mislead 
an adversary in the interpretation of information received by his elec- 
tronic system. 

Electronic counter-countermeasures (ECCM) : The division of elec- 
tronic warfare involving actions taken to ensure the effective use of 
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the electromagnetic spectrum despite an adversary’: used of electronic 
countermeasures. (Also see electronic warfare. ) 

Electronic emission security: Those measures ta‘en to protect all 
transmissions from interception and electronic analy is. ~ 

Electronic intelligence* (ELINT) : Technica] aid intelligence in- 
formation derived from foreign noncommunications electromagnetic 
radiations emanating from other than atomic detona’ ion or radioactive 
sources. 

Electronic order of battle* (EOB) : A listing of n::ncommunications 
electronic devices including site designation, nome iclature, location, 
site function, and any other pertinent information «btained from any 
source and which has military significance when rels:ed to the devices. 

Electronic security* (ELSEC) : The protection sulting from all 
measures designed to deny unauthorized persons information of value 
which might be derived from their intercept and analysis of non-com- 
munications electromagnetic radiations; e.g., radai 

Electronic surveillance* : Acquisition of a nonpub’ ic communication 
by electronic means without the consent of a person who is a party to 
an electronic communication or, in the case of a nonelectronic com- 
munication, without the consent of a person who is visibly present at 
the place of communication, but not including the 1 se of radio direc- 
tion finding equipment solely to determine the locatio. of a transmitter. 

Electronic warfare (EW) : Military action involving the use of elec- 
tromagnetic energy to determine, exploit, reduce, «1 prevent. hostile 
use of the electromagnetic spectrum, and action whic‘: retains friendly 
use of the electromagnetic spectrum. (The three divi«ions of electronic 
warfare are: electronic warfare support measures, ‘e'ectronic counter- 
measures, and electronic counter-countermeasures.) 

Electronic warfare support measures (ESM) : Ths: division of elec- 
tronic warfare involving actions to search for, intere-pt, locate, record, 
and analyze radiated electromagnetic energy for the purpose of ex- 
ploiting such radiations in support of military oper.:tions; thus, elec- 
tronic warfare support measures provide a source «f electronic war- 
fare information which may be used for immediate action involving 
conduct of electronic countermeasures, electronic cou:ier-countermeas- 
ures, threat detection and avoidance, target acquisi:on, homing, and 
other combat support measures. 

Emanations security (EMSEC) : The protection :sulting from all 
measures designed to deny unauthorized persons infi:rmation of value 
which might be derived from intercept and analysis of compromising 
emanations from other than cryptographic equipmer® and telecommu- 
nications systems. (Aso see emission security. 

Emigre: A person who departs from his country fcr any lawful rea- 
son with the intention of permanently resettling els:-where. (Also see 
refugee and defector.) 

Emission security: The component of communica‘ions security re- 
sulting from all measures taken to deny to unauthe sized persons in- 
formation of value which might be derived from intervept and analysis 
of compromising emanations from cryptographic eq::ipment and tele- 
communications systems, (Also see emanations secut ty.) 

ae To convert plain text into a different for by means of a 
code. 
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; merpher™ To encrypt plain text by means of a cipher. (Also see 
cipher. 

Encrypt*: To convert plain text. into a different form in order to 
conceal its meaning. 

End product: See finished intelligence, (Also see product.) ; 

Energy intelligence: Intelligence relating to the technical, economic 
and political capability and programs of foreign countries to engage 
in development, utilization, and commerce of basic and advanced 
energy technologies; it includes: the location and extent of foreign 
energy. resources and their allocation; foreign government energy 
policies, plans, and programs; new and improved foreign energy tech- 
nologies; and economic and security aspects of foreign energy supply, 
demand, production distribution, and utilization. 

Espionage* : Intelligence activity directed toward the acquisition of 
information through clandestine means and proscribed by the laws of 
the country against which it is committed. 

Essential elements of information (EEI): Those items of intelli- 
gence information essential for timely decisions and for enhancement 
of operations and which relate to foreign power, forces, targets, or the 
physical environment. 

Estimative intelligence: A category of intelligence which attempts 
to project probable Future foreign courses of action and developments 
and their implications for U.S. mterests; it may or may not. be coordi- 
nated and may be either national or departmental intelligence. 

Evaluation*: Appraisal of the worth of an intelligence activity, in- 
formation, or product in terms of its contribution to a specific goal; or 
the credibility, reliability, pertinency, accuracy, or usefulness of in- 
formation in terms of an intelligence need. Evaluation may be used 
without reference to cost or risk, particularly when contrasted with 
assessment, (Also see assessments) ; it is also a process in the production 
step of the intelligence cycle. (See intelligence cycle.) 

Evasion and escape (E&E) : The procedures and operations whereby 
military personnel and other selected individuals are enabled to emerge 
from enemy-held or hostile areas to areas under friendly control. 

Evasion and escape intelligence: Processed intelligence information 
prepared to assist personnel to avoid capture if lost in enemy- 
dominated territory or to escape if captured. 

Exploitation*: The process of obtaining intelligence information 
from any source and taking advantage of it for intelligence purposes. 
(Also see source.) 

Finished intelligence: The result of the production step of the intel- 
ligence cycle; the intelligence product. (Also see intelligence cycle and 
end product.) 

Foreign affairs community: Those U.S. Government departments, 
agencies, and other organizations which are represented in US. diplo- 
matic missions abroad, and those which may not be represented abroad 
but are significantly involved in international activities with the gov- 
ernments of other nations. 

Foreign counterintelligence (FCI) : Intelligence activity, with its 
resultant product, intended to detect, counteract, and/or prevent 
espionage and other clandestine intelligence activities, sabotage, inter- 
nationa] terrorist activities, or assassinations conducted for or on be- 
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half of foreign powers, organizations or persons; it does not include 
personnel, physical, document, or communications security programs. 

Foreign instrumentation signals (FIS) : Electrg:nagnetic emissions 
associated with the testing and operational deplevment of non-U.S. 
“aerospace, surface, and subsurface systems which m.: y have either mili- 
tary or civilian application; it includes but is not liv uted to the signals 
from telemetry, beaconry, electronic interrogator}. tracking/ fusing/ 
-arming/command systems, and video data links, 

Foreign instrumentation signals intelligence (FI SINT) : Technical 
‘and intelligence information derived from intercep‘ of foreign instru- 
mentation signals (see above), : 

Foreign intelligence* ( FI): The product resultig from collection, 
evaluation, analysis, integration, and interpretati:in of intelligence 
information about a foreign power and which ig «ignificant to the 
national security, foreign relations, or economic interests of the United 
States, and which is provided by a government agen: y that is assigned 
&n intelligence mission (ie., an intelligence agency}. (Also see intel- 
ligence cycle.) 

Foreign intelligence service: An orgnaization of x foreign govern- 
ment which engages in intelligence activities, 

Foreign materiel ( FORMAT) intelligence: Intelligence derived 
from the exploitation of foreign materiel. 

Foreign official: A person acting in an official ¢: pacity on behalf 
of a foreign power, attached to a foreign diplomatic. establishment or 
an establishment under the control of 2 foreign power, or employed by 
a public international organization, 

Forward-looking infrared (FLIR) system: An: .frared imagin 
system which raster scans the scene viewed by internal means, bo 
horizontally and vertically; it can be spaceborne, airborne, seaborne, 
mounted on a ground vehicle, or placed at a fixed ite; and its fiel 
of view is determined by the optics used, the scannin;: mechanism, and 
the dimensions of the detector array. 

Fusion: The blending of intelligence information from multiple 
Sources to produce a single intelligence product. 

Fusion center: A term used within the Departrient of Defense 
referring to an organization having the responsibility of blending both 
“compartmented intelligence information with all ot!-er available in- 
formation in order to support military operations. (A/so see actionable 
intelligence and tactical intelligence. ) 

Genera] Defense Intelligence Program (GDIP) : Se National For- 
eign Intelligence Program. en 

Geographic(al) intelligence: Foreign intelligence Jealing with the 
location, description, and analysis of physical and cultural factors of 
the world, (e.¢., terrain, climate, natural resources. transportation, 
boundaries, population distribution) and their vee s through time. 

General medical intelligence (GMT): See medical intelligence, 

Guidance*: Advice which identifies, interprets, claz:fies, and/or ex- 
pands upon an information need. (Also see informat: m need.) 

Human intelligence HUMINT): A category of intelligence in- 

formation derived from human sources, (Also see humt:n source report- 
ing and human resources collection.) 
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Tuman resources collection : All activities which attend collection of 
intelligence information from human sources. (See human intelligence 
and human source.) 

Human Resources Committee (HRC) : See Director of Central In- 
telligence Committee. (Also see DCID 1/17.) 

aman source: A person who wittingly or unwittingly conveys by 
any means information of potential intelligence value to an intelligence 
activity. 

Hamad source reporting : The flow of intelligence information from 
those who gather it to the customer; it may come from information 
gathering activities cither within or outside the Intelligence Com- 
munity. (A form of the term is also used to denote an item of informa- 
tion being conveyed, as in human source report). (Also see human 
intelligence.) 

Illegal: An officer or employee of an intelligence organization who 
is dispatched abroad and who has no overt connection with the intel- 
ligence organization with which he is connected or with the govern- 
ment operating that intelligence organization. 

Illegal agent: An agent operated by an illegal residency or directly 
by the headquarters of an intelligence organization. (Also see illegal 
residency.) 

Illegal communication : An electronic communication or signal made 
without the legal sanction of the nation where it originates. 

Illegal residency : An intelligence apparatus established in a foreign 
‘country and composed of one or more intelligence officers, and which 
as no apparent connection with the sponsoring intelligence organiza- 

on or with the government of the country operating the intelligence 

‘ganization, (Sis6 see legal residency.) 


Tllicit communication : electronic communication or signal origi- 
ted in support of clandestine operations; it is a type of clandestine 
imunication. 


Imagery: Representations of objects reproduced electronically or 
optical means on film, electronic display devices, or other media. 
tmagery intelligence (IMINT) : The collected products of imagery 
erpretation processed for intelligence use. (Also see imagery inter- 
station below.) 

(magery interpretation (II) : The process of locating, recognizing, 
ntifying, and describin. objects, activities, and terrain represented 
imagery; it includes p otographic interpretation. 


nitative communications deception : See communications deception. 
titative deception : The introduction into foreign charinels of elec- 
agnetic radiations which imitate his own emissions. 

dications and warning (I&W) : Those intelligence activities in- 
‘ed to detect and report time-sensitive intelligence information on 
ign developments that could involve a threat to U.S. or allied mili- 
7, political, or economic interests, or to U.S. citizens abroad. Tt en- 
passes forewarning of: enemy hostile actions or intentions; the 
‘ainence of hostilities; serious insurgency ; nuclear/nonnuclear at- 
on the U.S., its overseas forces, or allied nations; hostile reactions 
1S. reconnaissance activities, terrorist attacks ; and other similar 
ats. 

formation : Unevaluated material of every description, at all levels 
eliability, and from any source which may contain intelligence in- 
nation. (Also see intelligence information.) 
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Information handling: Management of data or in: formation which 
may occur in connection with any step in the intelli:ence cycle; such 
management may involve activities to transform, ranipulate, index, 
code, categorize, store, select, retrieve, associate or display intelligence 
materials; it may involve the use of printing, photog ‘aphic, computer 
or communications equipment, systems or networks: it may include 
software programs to operate computers and proces: data and/or in- 
formation; and may include information contained in reports, files, 
data bases, reference services and libraries, 

Information security : Safeguarding knowledge a:ainst unauthor- 
ized disclosure; or, the result of any system of admit: strative policies 
and procedures of identifying, controlling, and pré‘ecting from un- 
authorized disclosure or release to the public, informution the protec- 
tion of which is authorized by executive order or sta:ute, 

Information need: The requirement: of an official involved in the 
policymakin process or the intelligence production, process for the 
best. available information and intelligence on whit: to base policy : 
decisions, recommendations, or intelligence production. * 

Infrared imagery: A likeness or impression produrm:d asa resultof — 
sensing electromagnetic radiations emitted or reflect-d from a given 
target surface in the infrared portion of the electrome:snetic spectrum. 

Integration*: A process in the production step of the intelligence 
cycle in which a pattern is formed through the seleee: nm and combina- 
a yt evaluated intelligence information. (Also ee intelligence 
cycle. 

Intelligence*: (1) A body of evidence and the co: clusions drawn: 
therefrom which is acquired and furnished in resporie to the know: 
or perceived requirements of customers; it is often rived from in. 
formation which is concealed or not intended to be #vailable for us 
by the acquirer; it is the product of a cyclical process. (Also see inte 
ligence cycle.) 

ixamples: 

Policy development. requires good intelligence. 
Timely intelligence is important to informed. ‘ecisionmakin 

(2) A term used to refer collectively to the functions, activities, 
organizations which are involved in the process of Pianning, gathc 
ing, and analyzing information of potential value to iecisionmake 
and to the production of intelligence as defined in (1) bove, (Also ¢ 
foreign intelligence and foreign counterintelligence. ) + 

Examples: 

Human source collection is an important intel gence activ 
Central Intelligence Agency. 
Intelligence is a demanding profession. 

Intelligence activity (ies)*: A generic term used to sncompass & 
or all of the efforts and endeavors undertaken by inte! ‘igence orga’ 
zations. (Also see intelligence organization.) 

Intelligence agency: A component organization of te Intelliger 
Community. (Also see Intelligence Community.) 

Intelligence assessment: A category of intelligence production th: 
encompasses most analytical studies dealing with sbiiects of poli, 
significance ; it is thorough in its treatment of subject. :natter—as d* 
tinct from building-block papers, research projects, and referer 


*See Appendix B, Alternate Definitions. 
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aids—but unlike estimative intelligence need not attempt to peel 
future developments and their implications; it is usually coordinated 
within the producing organization but may not be coordinated with 
other intelligence agencies. (Also see estimative intelligence). 

Intelligence asset: Any resource—person, group, instrument, instal- 
lation, or technical system—at the disposal of an intelligence organiza- 
tion. 

Intelligence collector: A phrase sometimes used to refer to an organi- 
zation or agency that engages in the collection step of the intelligence 
cycle. (Also see intelligence cycle.) 

Intelligence Community ([C) : A term which, in the aggregate, re- 
fers to the following Executive Branch organizations and activities: 
the Central Intelligence Agency (CIA) ; the National Security Agency 
(NSA); the Defense Tatelijgedes Agency (DIA) ; offices within the 
Department of Defense for the collection of specialized national 
foreign intelligence through reconnaissance programs; the Bureau of 
Intelligence and Research (INR) of the Department of State; intel- 
ligence elements of the military services; intelligence elements of the 
Federal Bureau of Investigation (FBI) ; intelligence elements of the 
Department of Treasury; intelligence elements of the Department of 
Energy ; intelligence elements of the Drug Enforcement Administra- 
tion; and staff elements of the Office of the Director of Central 
Intelligence. 

Intelligence Community Staff (IC Staff): A term referring to an 
organization under the direction and control of the Director of Cen- 
tral Intelligence (DCI) formed to assist the DCI in discharging his 
responsibilities relating to the Intelligence Community. 

Intelligence consumer: See customer. 

Intelligence cycle* : The processes by which information is acquired, 
and converted into intelligence and made available to customers. There 
are usually five steps in the cycle: 

a. Planning and direction—determination of intelligence require- 
ments, preparation of a collection plan, issuance of orders and requests 
to information collection entities, and a continuous check on the pro- 
ductivity of collection entities. 

b. Collection*—acquisition. of information or intelligence informa- 
tion and the provision of this to processing and/or production 
elements. 

c. Processing*—conversion of collected information and/or intelli- 
gence information into a form more suitable for the production of 
intelligence. 

d. Production*—conversion of information or intelligence informa- 
tion into finished intelligence through the integration, analysis, evalu- 
ation, and/or interpretation of all available data and the preparation 
of intelligence products in support of known or anticipated customer 
requirements, 

e. Dissemination*—conveyance of intelligence in suitable form to 
customers, 

Intelligence estimate*: The product of estimative intelligence, 

Intelligence information*: Information of potential intelligence 
value concerning the capabilities, intentions, and activities of any 
foreign power, organization, or associated personnel. 


*See Appendix B, Alternate Definitions. 
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Intelligence Information Handling Committee (IEiC) : See Director 
of Central Intelligence Committee. (Also see DCID 1°4.) 

Intelligence information report: A product of the «ollection step of 
the intelligence cycle. (Also see intelligence report.) 

Intelligence officer: A professional employee of an :ntelligence orga- 
nization who is engaged in intelligence activities, 

Intelligence organization: A generic term used to xfer to any orga- 
nization engaged in intelligence activities; it may inc’ude either an 1n- 
telligence agency or a foreign intelligence service, e* both. (Also see 
intelligence agency and foreign intelligence ae) 

Intelligence Oversight Board (IOB): A body for:ned by appoint- 
ment of the President to provide him and the Attor-ey General with 
reports and advice on the legality and propriety of intelligence activ- 
ities; membership and duties are expressed in Exe:utive Order No. 
12036. 

Intelligence producer: A phrase usually used to ref:r to an organiza- 
tion or agency that participates in the production step of the intelli- 
gence cycle. (Also see intelligence cycle. 

Intelligence related activities (IRA): Those activities specifically 
excluded from the National Foreign Intelligence Pri. gram which: re- 
spond to departmental or agency tasking for time-s:nsitive informa- 
tion on foreign activities, respond to national Intelligence Community 
advisory tasking of collection capabilities which hay: a primary mis- 
sion of supporting departmental or agency missio1s or operational 
forces, of training personnel for intelligence duties,..r are devoted to 
research and development for intelligence and relate! capabilities. 

Intelligence report*: A product of the production :tep of the intel- 
ligence cycle. (Also see intelligence information rep: rt.) 

Intelligence requirement*: Any subject, general =r specific, upon 
which there is a.need for the collection of intelligenc:: information or 
the production of intelligence. (Also see collection re:;uirement.) 

Intelligence Research and Development Council (]R&DC) : See Di- 
rector of Central Intelligence Committee. (Also see })CID 1/12.) 

Intelligence user : See customer. 

Interagency Defector Committee (IDC): See Di:2ctor of Central 
Intelligence Committee. (Also see DCID 4/1.) 

Interagency intelligence memorandum (1IM): A national intel- 
ligence assessment or estimate issued by the Director of Central In- 
alli geriea with the advice of appropriate National For:ign Intelligence 
Board components. 

Intercept (ion)*: Acquisition for intelligence purposes of electro- 
magnetic signals (such as radio communications) by +lectronic collec- 
tion equipment without the consent of the signallers. 

Intercept station: A station which intercepts co:;munications or 
non-communications transmissions for intelligence pr rposes. 

International lines of communications (ILC): Ti.ose communica- 
tions services which are under the supervision of the International 
Telecommunication Union and which carry paid pt:»lic communica- 
tions traftic between different countries; also known \s: International 
Civil Communications, International Commercial ‘‘ommunications, 
Internationally-Leased Communications, Internati: nal Service of 
Public Correspondence, and commercial communicat‘ons. 


*See Appendix B, Alternate Definitions. 
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International terrorist activity*: The calculated use of violence, or 
the threat of violence, to attain political goals through fear, intimida- 
tion or coercion; usually involves a criminal act, often symbolic in 
nature, and is intended to influence an audience beyond the immediate 
victims. International terrorism transcends national boundaries in the 
carrying out of the act, the purpose of the act, the nationalities of the 
victims, or the resolution of the incident; such an act is usually de- 
signed to attract wide publicity in order to focus attention on the 
existence, cause, or demands of the perpetrators. 

Interpretation: A process in the production step of the intelligence 
cycle in which the significance of information or intelligence informa- 
tion is weighed relative to the available body of knowledge. Also see 
intelligence cycle.) 

Joint Atomic Energy Intelligence Committee (JAEIC): See Di- 
rector of Central Intelligence Committee. (Also see DCLD 3/3.) 

Joint intelligence: (1) (Military context.) Intelligence produced by 
elements of more than one military service of the same nation. (2) (In- 
telligence Community context.) Intelligence produced by intelligence 
organizations of more than one country. 

Laser intelligence (LASINT) : Technical and intelligence informa- 
tion derived from laser systems; it is a subcategory of electro-optical 
intelligence. (See electro-optical intelligence.) 

Legal residency : An intelligence apparatus in a foreign country and 
composed of intelligence officers assigned as overt representatives of 
their government but not necessarily identified as intelligence officers. 
(Also see illegal residency.) 

Manipulative communications cover: Those measures taken to alter 
er conceal the characteristics of communications so as to deny to any 
enemy or potential enemy the means to identify them, Also known as 
communications cover. ; 

Manipulative communications deception: See communications 
deception. 

Manipulative deception: The alteration or simulation of friendly 
electromagnetic radiations to accomplish deception. 

Measurement and signature intelligence* (MASINT) : Scientific 
and technical intelligence information obtained by quantitative and 
qualitative analysis of data (metric, angle, spatial, wavelength, time 
dependence, modulation, plasma, and hydromagnetic) derived from 
specific technical sensors for the purpose of identifying any distinctive 
features associated with the source, emitter, or sender and to facilitate 
subsequent identification and/or measurement of the same. 

Medical intelligence* (MEDINT) : Foreign intelligence related to 
all aspects of foreign natural and man-made environments which could 
influence the health of military forces; it incorporates general medical 
intelligence which is concerned with foreign biological medical capa- 
bilities and health situations, and medical scientific and technical intel- 
ligence which assesses and predicts technological advances of medical 
significance, to include defense against Chemical, Biological, Radio- 
logical Warfare; it applies to both tactical and strategic planning and 
operations, including military and humanitarian efforts. (Also see 
biographical intelligence.) 


*See Appendix B, Alternate Definitions. 
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Military intelligence (MI): Basic, current, or et imative intelli- 
gence on any foreign military or military-related situ tion or activity. 

Monitor: To observe, listen to, intercept, record, or transcribe any 
torm of communication or media for collection of in‘elligence infor- 
mation or communications security purposes, either ov -rtly or covertly. 

Multi-level security: (For automatic data processing (ADP) sys- 
tems.) Provisions for the safeguarding of all infor: iation within a 
multilevel information handling system. The multilevel information 
handling system permits various levels, categories, »d/or compart- 
ments of material to be concurrently stored and processed in. a 
remotely-accessed resource-sharing ADP system, while simultaneously 
permitting material to be sclectively accessed and msnipulated from 
variously controlled terminals by personnel having d:fferent security 
clearances and access approvals. Security measures are -herefore aimed 
at ensuring proper matches between information security and person- 
nel security. (Also see uni-level pat tied fe . 

National estimate : See national intelligence estimate. 

National Foreign Assessment Center (NFAC): An organization 
established by and under the control and supervision of the Director 
of Central Intelligence, which is responsible for produc:ion of national 
intelligence. 

National Foreign Intelligence Board (NFIB): A body formed to 
provide the Director of Central Intelligence (DCI) with advice con- 
cerning :. production, review, and coordination of nstional foreign 
intelligence ; the National Foreign Intelligence Program budget ; inter- 
agency exchanges of foreign intelligence informatior : arrangements 
with foreign governments on intelligence matters; tl.2 protection of 
intelligence sources or methods; activitics of commer: concern; and 
such other matters as are referred to it by the DCT. It is composed of 
the DCI (chairman), and other appropriate officers of the Central 
Intelligence Agency, the Office of the DCI, Departme:'t of State, De- 
partment of Defense, Department of Justice, Departme it of the Treas- 
ury, Department of Energy, the offices within the Jepartment of 
Defense for reconnaissance programs, the Defense Int. ligence Agen- 
cy, the National Security Agency, and the Federal Bu: au of Investi- 
gation; senior intelligence officers of the Army, Navy, and Air Force 
participate as observers; a representative of the Assiste at to the Presi- 
dent for National Security Affairs may also attend ineetings as an 
observer, 

National Foreign Intelligence Program ( NFIP): Includes the 
programs listed below, but its composition shall be subj::t to review by 
the National Security Council and modification by the President, 

(a) The programs of the Central Intelligence Agency : 

(b) The Consolidated Cryptologic Program, the G:-neral Defense 
Intelligence Program, and the programs of the offices ‘vithin the De- 
partment of Defense for the collection of specialized n»tional foreign 
intelligence through reconnaissance except such elemen’ s as the Direc- 
tor of Central Intelligence and the Secretary of Defen::: agree should 
be excluded; 

(c) Other programs of agencies within the Intelli,:ence Commu- 
nity designated jointly by the Director of Central Tneelligence and 
the head of the department or by the President as nétional foreign 
intelligence or counterintelligence activities: 
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(d) Activities of the staff elements of the Office of the Director of 
Central Intelligence. . 

(e) Activities to acquire the intelligence required for the planning 
and conduct of tactical operations by the United States military forces 
are not included in the National Foreign Intelligence Program. 

National intelligence*: Foreign intelligence produced under the 
aegis of the Director of Central Intelligence and intended primarily 
to be responsive to the needs of the President, the National Security 
Council, and other Federal officials involved in the formulation and 
execution of national security, foreign political, and/or economic 

olicy. 
cone intelligence asset: An intelligence asset funded in the Na- 
tional Foreign Intelligence Program, the primary purpose of which 
is the collection or processing of intelligence information or the pro- 
duction of national intelligence. (Also see intelligence asset and na- 
tional intelligence.) 

National Intelligence Estimate* (NII): A thorough assessment of 
a situation in the foreign environment which is relevant to the formu- 
lation of foreign, economic, and national security policy, and which 
projects probable future courses of action and developments; it is 
structured to illuminate differences of view within the Intelligence 
Community; it is issued by the Director of Central Intelligence with 
the advice of the National Forcign Intelligence Board. (Also see Spe- 
cial National Intelligence Estimate. 

National Intelligence Officer (NIO) : The senior staff officer of the 
Director of Central Intelligence (DCI) and the DCI’s Deputy for 
National Intelligence for an assigned area of substantive responsi- 
bility ; he manages estimative and interagency intelligence production 
on behalf of the DCI; he is the principal point of contact between the 
DCI and intelligence consumers below the cabinet level; he is charged 
with monitoring and coordinating that portion of the National For- 
eign Assessment Center’s production that involves more than one 
office or that is interdisciplinary in character; and is a primary source 
of national-level substantive guidance to Intelligence Community 
planners, collectors, and resource managers. 

National Intelligence Tasking Center (NITC): The central orga- 
nizational mechanism established under the direction, control and 
management of the Director of Central Intelligence for coordinating 
and tasking national foreign intelligence collection activities, and for 
providing advisory tasking to other intelligence and information 
gathering activities. 

National security: The territorial integrity, sovereignty, and inter- 
national freedom of action of the United States. (Intelligence activi- 
ties relating to national security encompass all the military, economic, 
political, scientific and technological, and other aspects of foreign de- 
velopments which pose actual or potential threats to U.S. national 
interests. ) 

National /tactical interface: A relationship between national and 
tactical intelligence activities encompassing the full range of fiscal, 
technical, operational, and programmatic matters, 

Near-real-time: The brief interval between the collection of infor- 
mation regarding an event and reception of the data at some other 


*See Appendix B, Alternate Definitions. 
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location, caused by the time required for processin::, communications, 
and display. 

Net assessment: A comparative review and analy sis of opposing na- 
tional strengths, capabilities, vulnerabilities, and ¥ vaknesses. (An in- 
telligence net assessment involves only foreign cou tries.) 

Nuclear intelligence (NUCINT) : In telligence de:ived from the ecol- 
lection and analysis of radiation and other effects re- ulting from radio- 
active sources. 

Nuclear proliferation intelligence: Foreign inte! igence relating to 
(1) scientific, technical, and economic capabilities .nd programs and 
the political plans and intentions of nonnuclear weapons statcs or 
foreign organizations to acquire nuclear weapons an-i/or to acquire the 
requisite special nuclear materials and to carry on research, develop- 
ment, and manufacture of nuclear explosive device ,and; (2) the at- 
titudas, policies, and actions of foreign nuclear su; -plier countries or 
organizations within these countries toward provision of technologies, 
facilities, or special nuclear materials which could assist nonnuclear 
weapon states or foreign organizations to acquire «r develop nuclear 
explosive devices. 

Official : See foreign official. 

Official information: Information which is subject to the control of 
the United States Government. 

Open source information: A generic term deser:bing information 
of potential intelligence value (i.e., intelligence information) which is 
available to the general public. 

Operational control (OPCON): (military conte.t) The authority 
delegated to a commander to direct forces assignet! so that the com- 
mander may accomplish specific missions or tasks’ vhich are ‘usually 
limited by function, time, or location; to deploy the forces concerned; 
and to retain or assign tactical control of those fore: 3. (It does not, of 
itself, include administrative or logistic control. ) 

Operational intelligence* (OPINTEL) : Intellig :nce required for 
planning and executing operations. 

Operations security (OPSEC) : Those measures d:signed to protect 
information concerning planned, ongoing, and cor: pleted operations 
against: unauthorized disclosure. 

Optical intelligence (OPTINT) : That portion of -lectro-optical in- 
telligence that deals with visible light. (Also sve electro-optical 
intelligence.) 

Order of battle (OB): Intelligence pertaining to identification, 
strength, command structure, and disposition of the personnel, units, 
and equipment of any foreign military force. (Also see technical 
intelligence.) 

Overt: Open; done without attempt at concealmen:. 

Overt collection: The acquisition of intelligence ixformation from 
public media, observation, government-to-governmen dialogue, elicita- 
tion, and from the sharing of data openly acquired. the process may 
be classified or unclassified; the target and host gov -rnments as well 
as the sources involved normally are aware of the general collection 
activity although the specific acquisition, sites, and. »rocesses may be 
successfully concealed. 

Penetration: (1) (clandestine operations.) The recruitment of 
agents within or the infiltration of agents or introdu-tion of technical 
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monitoring devices into an organization or group or physical facility 
for.the purpose of acquiring information or influencing its activities 
(2) (automatic data processing (ADP) operations.) The unauthor- 
ized extraction and identification of recognizable information from a 
protected ADP system. 

- Personnel security: The means or procedures—such as selective in- 
vestigations, record checks, personal interviews, and supervisory con- 
trols—designed to provide reasonable assurance that persons being con- 
sidered for or granted access to classified information are loyal and 
trustworthy. 

Photographic intelligence (PHOTINT) : The collected products of 
photographic interpretation classified and evaluated for intelligence 
use; it is a category of imagery intelligence. CS 

Photographic interpretation (PI): The process of locating, rec- 
ognizing, identifying, and describing objects, activities, and ter- 
rain represented on photography; it is a category of imagery 
interpretation. 

Physical security*: Physical measures—such as safes, vaults, pe- 
rimeter barriers, guard systems, alarms and access controls—designed 
to safeguard installations against damage, disruption or unauthorized 
entry ; information or matcrial against authorized access or theft; and 
specified personnel against harm. 

Plain text®: Normal text or language, or any symbol or signal, that 
conveys information without any hidden or secret meaning. 

Planning and direction: See intelligence cycle. 

Policy Review Committee (As pertains to intelligence matters) 
(PRC(I)): A committce established under the National Security 
Council which when meeting under the chairmanship of the Direetor of 
Central Intelligence is empowered to establish requirements and prior- 
ities for national foreign intelligence and to evaluate the quality of 
the intelligence product; it is sometimes referred to as the Policy Re- 
view Committee ( Intelligence) ; its specific duties are defined in Ex- 
ecutive Order No. 120386. 

Political intelligence*: Intelligence concerning the dynamics of the 
internal and external eas affairs of foreign countries, regional 
eroupings, multilateral treaty arrangements and organizations, and 
foreign political movements directed against or impacting upon estab- 
lished goverenments or authority. 

Positive intelligence: A term of convenience sometimes ap lied to 
forcign intelligence to distinguish it from forcign counterintelligence. 
Priority: A value denoting a preferential rating or precedence in 
position which is used to discrimimate among competing entities; the 
term normally used in conjunction with intelligence requirements in 
order to illuminate importance and to guide the actions planned, being 
planned, or in use, to respond to the requirements. 

Processing* : See intelligence cycle. 

Product: (1) An intelligence report disseminated to customers by an 
intelligence agency. (2) In SIGINT usage, intelligence information 
derived from analysis of SIGINT materials and published as a report 
or translation for dissemination to customers (Also see production in 
Appendix B.) 
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Production* : See intelligence cycle. 

Proprietary: A business entity owned, in whole or in part, or con- 
ivellad by an intelligence organization and operated io provide private 
commercial cover for an intelligence activity of ihat organization. 
(Also see cover.) : 

Radar intelligence (RADINT) : Intelligence in/ormation derived 
from data collected by radar. — 

Radiation intelligence* (RINT) : The functions ind characteristics 
derived from information obtained from uninten:ional electromag- 
netic energy emanating from foreign devices; exclucies nuclear detona- 
tions or radioactive sources, 

Raw intelligence: A colloquial term meaning collected intelligence 
information which has not yet been converted into | ntelligence. (Also 
see intelligence information.) 

Reconnaissance (RECCE or RECON): An operation undertaken 
to obtain by visual observation or other detection methods information 
relating to the activities, resources or forces of a foreign nation; or to 
secure data concerning the meteorological, hydr wraphic, or geo- 
graphic characteristics of a particular area. 

Recruitment-in-place: A person who agrees to become an agent and 
retain his position in his organization or government while reporting 
on it to an intelligence or security organization of a Foreign country. 

RED/BLACK Concept: The separation of electrical and electronic 
circuits, components, equipment, and systems which handle classified 
plain language information in electric signal form (RED) from those 
which handle encrypted or unclassified information : BLACK) ; RED 
and BLACK terminology is used to clarify specifi: criteria relating 
to and differentiating between such circuits, compGuents, equipment, 
and systems and the areas in which they are contained. 

Refugee: A person who is outside the country or «rea of his former 
habitual residence and who, because of fear of being persecuted or be- 
cause of hostilities in that country or area, is unwi' ‘ing or unable to 
return to it. (Also see defector and emigre.) 

Report: See intelligence report and intelligence in formation report. 

Requirement*: See intelligence requirement or collection 
requirement. 

Residence : See illegal residency and legal residency. 

Sabotage: Action against material, premises or stilities, or their 
production, which injures, interferes with, or obstricts the national 
security or ability of a nation to prepare for or cai vy on a war. 

Safe house: A ‘house or premises controlled by an intelligence or- 
ganzation that affords—at least temporarily—securii y for advise 
involved or equipment used in clandestine operations. 

Sanitization: The process of editing or otherwis: altering intelli- 
gence information or reports to protect sensitive int«lligence sources, 
methods, capabilities, analytical procedures, or privil»ged information 
in order to permit wider dissemination. 

Scientific and technical (S&T) intelligence* : Inte ‘ligence concern- 
ing foreign developments in basic and applied scientific and technical 
research and development including engineering and production tech- 
niques, new technology, and weapon systems and thei capabilities and 
characteristics; it also includes intelligence which requires scientific 
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or technical expertise on the part of the analyst, such as medicine, 
physical health studies, and behavioral analyses. ; 

Scientific and Technical Intelligence Committee (STIC) : See Di- 
rector of Central Intelligence Committee, (Also see DCID 3/5.) 

Security: Establishment and maintenance of protective measures 
which are intended to ensure a state of inviolability from hostile acts 
or influences. 

Security classification : See. classification. 

Security Committee (SECOM): See Director of Central Intel- 
ligence Committee. (Also see DCID 1/11.) 

Sensitive*: Requiring special protection from disclosure to avoid 
compromise or threat to the security of the sponsor. 

Sensitive compartmented information* (SCI) : All information and 
material requiring special controls for restricted handling within com- 
partmented intelligence systems and for which compartmentation 1s 
established. (Also see compartmentation.) 

Sensitive intelligence sources and methods: A collective term for 
those persons, organizations, things, conditions, or events that provide 
intelligence information and those means used in the collection, proc- 
essing, and production of such information which, if compromised, 
would be vulnerable to counteraction that could reasonably be expected 
to reduce their ability to support U.S. intelligence activities. 

Service Cryptologic Agency (ies) (SCA): See Service Cryptologic 
Elements. 

Service Cryptologic Elements: A term used to designate separately 
or together those elements of the U.S. Army, Navy, and Air Force 
which perform cryptologic functions; also known as Service Crypto- 
logic Agencies and Service Cryptologic Organizations. 

Service Cryptologic Organizations (SCO) : See Service Cryptologic 
EJements, 

Sensor: (1) A technical device designed to detect and respond to 
one or more particular stimulae and which may record and/or transmit 
a resultant impulse for interpretation or measurement; often called a 
technical sensor. (2) Special sensor: An unclassified term used as a 
matter of convenience to refer to a highly classified or controlled tech- 
nical sensor. 

Side-looking airborne radar (SLAR): An airborne radar, viewing 
at right angles to the axis of the vehicle, which produces a presenta- 
tion of terrain or targets. 

SIGINT activity : Any activity conducted for the purpose of produc- 
ing signals intelligence. (Also see SIGINT-related activity.) 

SIGINT Committee: See Director of Central Intelligence Com- 
mittee. (Also see DCID 6/1.) 

SIGINT-related activity: Any activity primarily intended for a 
purpose(s) other than signals intelligence (SIGINT), but which can 
be used to produce SIGINT, or which produces SIGINT as a by- 
product of its principal function(s). (Also sec SIGINT activity.) 

SIGINT technical information: Information concerning or derived 
from intercepted foreign transmissions or radiations which is com- 
posed of technical information (as opposed to intelligence) and which 
is required in the further collection or analysis of signals intelligence. 


*See Appendix B, Alternate Definitions. 
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Signal*: Anything intentionally transmitted by visual and other 
electromagnetic, nuclear, or acoustical methods for ether communica- 
tions.or non-communications purposes, _ ; . ; 

Signals intelligence* (SIGINT) : Inteligence information compris- 
ing either individually or in combination al] communications intel- 
ligence, electronics intelligence, and foreign instrurientation signals 
intelligence, however transmitted. oes, . 

Signals security (SIGSEC): A term which inch:des communica- 
tions security and electronics security and which encompasses measures 
intended to deny or counter hostile exploitation of eletronic emissions. 

Signals security acquisition and analysis: The ac; uisition of elec- 
tronic emissions and subsequent anlysis to determin: empirically the 
susceptibility of the emission to interception and explc tation by hostile 
intelligence services; it includes cataloging the trangsmtission spectrum 
and taking signal parametric measurements as required, but does not 
include acquisition of information carried on the system; it is one of 
the techniques of signals security surveillance. (Ali see signals se- 
curity surveillance.) 

Signals security surveillance: The systematic examination of elec- 
tronic emissions to determine the adequacy of signals security mea- 
sures, to identify signals security deficiencies, to penne data from 
which to predict the effectiveness. of proposed signals security 
measures, and to confirm the adequacy of such measures after 
implementation. 

Source*: A person, device, system, or activity from which intel- 
ligence information is obtained. (Also see human source and sensitive 
intelligence sources and methods.) . 

Special activities: As defined in Executive Order “o. 12036, activi- 
ties conducted abroad in support of national foreign policy objectives 
which are designed to further official United State programs and 
policies abroad and which are planned and executed so that the role 
of the United States Government is not apparent or acknowledged 
publicly, and functions in support of such activities, }ut not including 
diplomatic activity or the collection and production of intelligence or 
ion functions; also known as covert action. (Also see covert 
action. 

Special Activities Offico(r) (SAO): A control point for certain 
categories of compartmented information. (The acrot.ym is often used 
to refer to the compartmented information itself. 

Special Coordination Committee (SCC): A committee established 
under the National Security Council which deals inter alia with the 
oversight of sensitive intelligence activities, such as covert actions, 
which are undertaken on Presidential authority, 

Special intelligence (SI) : An unclassified term used to designate a 
category of sensitive compartmented information (SCI). (Also see 
sensitive compartmented information.) 

Special intelligence communications* (SPINTCOM™M) : A commu- 
nications network for the handling of al] special inte! igence and con- 
sisting of those facilities under the operational and technical control 
of the chief of intelligence of each of the military departments, under 
the management of the Defense Intelligence Agency. and under the 


*Sce Appendix B, Alternate Definitions. 
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technical and security specification criteria established and monitored 
by the National Security Agency. 

Special National Intelligence Estimate (SNIE): National Intel- 
ligence Estimates (NIKs) which are relevant to specific policy prob- 
lems that need to be addressed in the immediate future. SNikis are 
generally unscheduled, shorter, and prepared more quickly than NIEs 
and are coordinated within the Intelligence Community to the extent 
that time permits. (Also see National Intelligence Estimate.) 

Special Security Office(r) (SSQ) : A control point for security pro- 
cedures within any activity authorized access to sensitive compart- 
mented information. 

Special sensor™ : See sensor. 

Strategic intelligence: Intelligence which is required for the formu- 
lation of policy and military plans at national and international levels; 
it differs primarily from tactical intelligence in level of use, but may 
also vary in scope and detail. 

Strategic warning: Intelligence information or intelligence regard- 
ing the threat of the initiation of hostilities against the U.S. or in 
which U.S. forces may become involved; it may be received at any time 
prior to the initiation of hostilities. 

Support for the Analysts’ File Environment (SAFE) : A joint 
CTA/] DIA project to develop a new computer/microfilm m system to 
support production analysts in reading, filing, and routing cable traffic ; 
pbuilding and searching private and central files; and writing, editing, 
and routing intelligence memoranda and reports. 

Surveillance: The systematic observation or monitoring of places, 
persons, or things by visual, aural, electronic, photographic, or other 
means. 

Tactical intelligence* (TACINTEL) : Foreign intelligence pro- 
duced under the aegis of the Secretary of Defense and intended pri- 
marily to be responsive to the needs of military commanders in the field 
to maintain the readiness of operating forces for combat operations 
and to support the planning and conduct of combat operations. (Also 
see combat intelligence.) 

Tactical intelligence asset: An intelligence asset funded in Depart- 


ment of Defense programs, the primary purpose of which is the col- 


lection or processing of intelligence information or the production of 
cai intelligence, (Also see tactical intelligence and intelligence 
asset, 

Target: A country, area, installation, organization, weapon system, 
military force, situation (political or economic), signal, person, or 
other entity against which intelligence operations are conducted. 

Target intelligence : Intelligence which portrays and locates the com- 
ponents of a target or target complex and indicates its identification, 
vulnerability, and relative importance. ; 

Tasking: The assignment or direction of an individual or activity 
to perform in a specified way to achieve an objective or goal. 

Technical intelligence (TI) : Intelligence on the characteristics and 
performance of foreign weapons and equipment; a part of scientific 
and technical intelligence and distinct from order of battle. 

_ Technical sensor : See sensor. 


*See Appendix B, Alternate Definitions. 
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‘Technical SIGINT: Intelligence information wh::h provides a de- 
tailed knowledge of the technical characteristics of a given emitter 
and thus permits estimates to be made about its rimary function, 
capabilities, modes of operation (including malfun ions), and state- 
of-the-art, as well as its specific role within a compl:-x weapon system 
or defense network; it is a contributor 4o technica zutelligence. 

Telecommunications: Any transmission, emission, or reception of 
signs, signals, writing, images, and sounds or information of any 
nature by wire, radio, visual, or other electromagnet ic systems, _ 

Telemetry intelligence (TELINT) : Technical anil intelligence in- 
formation derived from intercept, processing, and ajalysis of foreign 
telemetry; a subcategory of foreign instrum:ntation signals 
intelligence. : ae 

Teleprocessing : The overall function of an informa: ion transmission 
system which combines telecommunications, automati:: data processing, 
and man-machine interface equipment and their interaction as an in- 
tegrated whole. 

TEMPEST: An unclassified term referring ‘0 technical in- 
vestigations for compromising emanations from elec: rieally operated, 
information processing equipment; they are conduct:d in support of 
emanations and emission security. 

Terrorist organization: A group that engages in te -rorist activities. 
(Also see international terrorist activity.) 

Traific analysis (TA): The eryptologic discipline which develops 
information from communications about the compos: tion and opera- 
tion of communications structures and the organiza‘ions they serve. 
The process involves the study of traffic and relate.: materials, and 
the reconstruction of communication plans, to produce signals 
intelligence. 

Transmission security Seep eee : The compon at of communi- 
cations security which results from all measures des'gned to protect 
transmissions trom interception and from exploitation: by means other 
than cryptanalysis. 

Unauthorized disclosure: See compromise. 

Uni-level security: (For automatic data processing systems) Provi- 
sion for the safeguarding of all material within a sit. zle information 
handling system in accordance with the highest level of classification 
and most restrictive dissemination caveats assigned ‘o any material 
contained therein, as distinguished from multilevel security. (Also see 
multi-level security.) 

United States Signals Intelligence System (USSS) : An entity that 
is compromised of the National Security Agency (inc :uding assigned 
military personnel) ; those elements of the military departments and 
the Central Intelligence Agency performing signals inielligence activ- 
ities; and those elements of any other department 6x agency which 
may from time to time be authorized by the National Security Coun- 
cil to perform signals intelligence activitics during the <ime when such 
elements are so authorized ; it is governed by the Unite: States Signals 
Intelligence Directives (USSID) system. 

Upgrade: To determine that certain classified infori:iation requires, 
in the interest of national security, a higher degré: of protection 
against unauthorized disclosure than currently provide:l, coupled with 


*See Appendix B, Alternate Definitions. 
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a changing of the classification designation to reflect such higher de- 
gree. (Also see classification. ) 

User: See customer. 

Validation: A process normally associated with the collection of 
intelligence information which provides official status to an identified 
requirement and confirms that the requirement is appropriate for a 
given collector and has not previously Geen satisfied. (Also see collec- 
tion requirement.) ' 

Walk-in: A person who on his own initiative makes contact with a 
representative of a foreign country and who volunteers intelligence 
information and/or requests political asylum. (Also see disaffected 

ercon, 
< Weapon and Space Systems Intelligence Committee (WSSIC) : See 
Director of Central Intelligence Committee. (Also see DCID 3/4.) 


APPENDIX A—-ACRONYMS AND ABBREVIATIONS 


ACINT—Acoustical Intelligence (Naval acronym; see definition.) 
ACOUSTINT— Acoustical Intelligence. 

ASCI—Assistant Chief of Staff/Intelligence (Army or Air Force). 
CA—Cryptanalysis. 

CAMS—COMIREX Automated Management System. 
CCF—Collection Coordination Facility. 

CCP—Consolidated Cryptologic Program. 

CCPC—Critical Collection Problems Committee. 
CI-—Counterintelligence. 

CIA—Central Intelligence Agency. 

CIA P—Central Intelligence ‘Agency Program. 
CIFAX—Enciphered Facsimile. 

CIPHONY—Enciphered Telephone. 

CIRTS—Consolidated Intelligence Resources Information System. 
CIVISION—Enciphered Television. 

COINS—Community On-Line Intelligence System. 
COMEX—Committee on Exchanges. 

COMINT—Communications Intelligence. 
COMIREX—Committee on Imagery Requirements and Exploitation. 
COMSEC-——-Communications Security. 
CONTEXT—Conferencing and Text Manipulation System. 
CRITIC—Critical Intelligence Message. 

CRITICOMM—Critical Intelligence Communications System. 
CRYPTO—CRYPTO. (See definition.) 

DAO—Defense Attache Office. 

DCI—Director of Central Intelligence. 

DCID—Director of Central Intelligence Directive. 

DEA—Drug Enforcement Administration. 

DEFSMAC—Defense Special Missile and Astronautic Center. 
DF—Direction Finding. 

DJA—Defense Intelligence Agency. 

DNI—Director of Naval Intelligence. 

ECCM—Electronic Counter-Countermeasures. 

ECM—FElectronic Countermeasures. 

ERI—Essential Elements of Information. 

E & E—Evasion and Escape. 
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EIC—Economic Intelligence Committee. 

HLECTRO-OPTINT—Electro-optical Intelligen:e. 

ELINT—Electronic Intelligence. 

ELSEC—Electronic Security. 

EMSEC—Emanations Security. 

EOB—Hlectronic Order of Battle. 

ESM—FElectronic Warfare Support Measures, 
“iW—Electronic Warfare. 

FBI—Federal Bureau of Investigation. 

FBIS—Foreign Broadcast Information Service. 

FCI—Foreign Counterintelligence. 

FI—Foreign Intelligence. 

FIS—Foreign Instrumentation Signals. 

FISINT—Foreign Instrumentation Signals Intel] gence. 

FLIR—Forward-looking infrared. 

FORMAT—Foreign Materiel. 

GDIP—General Defense Intelligence Program. 

GM1—General Medica} Intelligence. 

HPSCi—House Permanent Select Committee on }:.ielligence. 

HRC—Human Resources Committee. 

HUMINT—Human Intelligence. 

IC—Intelligence Community. 

ICRS—Imagery Collection Requirements Subcommittee 

(COMIREX). 

IDC—Interagency Defector Committee. 

IHC-—Intelligence Information Handling Committe. 

Ii—Imagery Interpretation. 

I{M—Interagency Intelligence Memorandum. 

TLC—International Lines of Communications. 

IMINT—Imagery Intelligence. 

INR—Bureau of Intelligence and Research, Depat: ment of State. 

IOB—Intelligence Oversight Board. 

IRA—Intelligence-Related Activities. 

IR&DC—Intelligence Research & Development Cow:cil. 

1&W-—Indications and Warning. 

JAEIC—Joint Atomic Energy Intelligence Commit? :e. 

J cree ae Interoperability Tactical Com® and and Control 

ystem, 

LASINT—Laser Tai ainceige 

MASINT—Measurement and Signature Intelligence. 

MEDINT—Medical Intelligence. 

MI-—Military Intelligence. 

NFAC—National Foreign Assessment Center. 

NFIB—National Forcign Intelligence Board. 

NFIP—National Foreign Intelligence Program. 

NIM—National Intelligence Estimate. 

NIO—National Intelligence Officer. 

NITC—National Intelligence Tasking Center. 

NMIC—National Military Intelligence Center 

NOTWON-—National Operations and Intelligence Watch Officcrs 

Network. : 
NPHR—National Foreign Intelligence Plan for Hun..n Resources. 
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NPIC—National Photographic Interpretation Center. 

NSA—National Security Agency. 

NSCID—National Security Council Intelligence Directive. 

NSOC—National SIGINT Operations Center. 

NSRL—National SIGINT Requirements List. 

NTPC—National Telemetry Processing Center. 

NUCINT—Nuclear Intelligence. 

OB—Order of Battle. 

OPCON—-Operational Control. 

OPINTEL—Operational Intelligence. 

OPSEC—Operations Security. 

OPTINT—Optiecal Intelligence, 

PARPRO—Peacetime Airborne Reconnaissance Program. 

PHOTINT—Photographic Intelligence. 

PIJ—-Photographic Interpretation or Photographic Interpreter. 

PRC(I)—Pelicy Review Committee (Intelligence). 

RADINT—Radar Intelligence. 

RECCE or RECQN—Reconnaissance. 

RINT—Radiation Intelligence. 

S&T—Scientific and Technical. 

SA—Signals Analysis. 

SAFE—Support for the Analysts’ File Environment. 

SA0—Special Activities Office. 

SCA—Service Cryptologic Agencies. 

SCC—Special Coordination Committee. 

SCI—Sensitive Compartmented Infermation or Souree Code 
Indicator. 

SCO—Service Cryptologic Organizations. 

SECOM—Security Committee. 

SI—Special Intelligence. 

SIGINT — Signals Intelligence. 

SIGINT :Committee—Signals Intelligence Committee. 

SIGSEC—Signals Security. 

SIRVES—SIGINT Requirements Validation and Evaluation Sub- 

committee (of SIGINT Committce). 

SLAR—Side-Looking Airborne Radar. 

SNIE—Special National Intelligence Estimate. 

SOSUS—Sound Surveillance System. 

SOTA—SIGINT Operational Tasking Authority. 

SPINTCOMM-~-Special Intelligence Communications, 

SSCI—Senate Select Committee on Intelligence. 

SSO—Special Security Officer. 

STIC—Scientific and Technical Intelligence Committec. 

TA—Traffic Analysis. 

TACINTEL—Tactical Intelligence. 

TI—Technical Intelligence. 

TELINT—Telemetry Intelligence. 

TRANSEC—Transmission Security. 

USSID—United States Signals Intelligence Directive. 

USSS—United States Signals Tntelligence System. 

WSSIC—Weapon and Space Systems Intelligence Committee. 

WWMCCS—Worldwide Military Command and Control Systems. 
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APPENDIX B—ALTERNATE DEFINIT!:\NS 

Acoustial intelligence: The technical and inte! igence information 
derived from foreign sources which generate waves. (Dictionary of 
Military and Associated Terms, Dept. of Defense (/), the Joint Chiefs 
of Staff, 3 Sep 74 (U)). 

Agent: (1) An individual who acts under the éirection of an intel- 
ligence agency or security service to obtain, or agtist in obtaining, in- 
formation for intelligence or counterintelligence purposes, (Final Re- 
port, Senate Select Committee on Intelligence, 26 April 1976). (2) In 
intelligence usage, one who is authorized or instruvted to obtain or to 
assist in obtaining information for intelligence or counterintelligence 
purposes. (Dictionary of Military and Associated.‘Yerms, Dept. of De- 
fense (U), the Joint Chiefs of Staff, 3 Sep 74. (U)). 

Agent of influence: An individual who can b.- used to influence 
covertly foreign. officials, opinion molders, organizations, or pressure 
groups in a way which will generally advance Un: :ed States Govern- 
ment objectives, or to undertake specific action in -upport of United 
States Government objectives. (Final Report, Sente Select Commit- 
tee on Intelligence, 26 April 1976). 

Analysis: In electronic warfare, a study of ele¢‘romagnetic radia- 
tions to determine their technical characteristics aiid their tactical or 
strategic use. (Glossary of Communications-Elect:onics Terms (U), 
JCS, Dec 74). x : 

Assessment: Judgment of the motives, qualificaiions, and charac- 
teristics of present or prospective employees or “Agents,” (Dictionary 
of Military and Associated Terms, Dept. of Defer se (U), the Joint 
Chiefs of Staff, 3 Sep 74. (U)). 

Asset: Any resource—a person, group, relationship, instrument, in- 
stallation, or supply—at the disposition of an intelligence agency for 
use in an operational or support role. The term is normally applied to 
a person who is contributing to a CIA clandestine iission, but is not 
a fully controlled agent of CIA, (Final Report, Senate Select Com- 


cymaking, and military operations. (Final Report, Sc nate Select Com- 
mittee on Intelligence, 26 April 197: 6). (3) “Fundam-ntal intelligence 
concerning the general situation, resources, capabil sies and vulner- 
abilities of foreign countries or areas which may be «ised as reference 
material in the planning of operations at any level aid in evaluatin 
subsequent information relating to the same subject,’ (Recoinmandet 
Changes to JCS Pub 1,25 J uly 1977). 

Case officer: A staff employee of the CIA who is res} onsible for han- 
dling agents. (Final Report, Senate Select Committee on Intelligence, 
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Cipher: Any cryptographic system in which arbitrary symbols or 
groups of symbols represent units of plain text. (Final Report, Senate 
Select Committee on Intelligence, 26 April 1976). 

Clandestine operations: (1) Intelligence, counterintelligence, or 
other information collection activities and covert political, economic, 
propaganda and paramilitary activities, conducted so as to assure the 
secrecy of the operation. (Fimal Report, Senate Select Committee on 
Intelligence, 26 April 1976). (2) Activities to accomplish intelligence, 
counterintelligence, and other similar activities sponsored or conducted 
by Governmental departments or agencies, in such a way as to assure 
secrecy or concealment. (It differs from covert operations in that em- 
phasis is placed on concealment of the operation rather than on con- 
cealment of identity of sponsor.) (Dictionary of Military and Asso- 
ates ae Dept. of Defense (U), the Joint Chiefs of Staff, 3 Sep 

Classified information: “Classified information” means information 
or material (hereinafter collectively termed “information”) that is 
owned by, produced for or being in the possession of or under the 
control of hie United States Government that has been determined by 
ae eg authority to require protection against unauthorized disclosure 
in the interest of national security and is so designated. Classification 
and Declassification of National Security Information and Material; 
(Executive Order No, 11652 as amended, Nov 1977). 

Code: A system of communication in which arbitrary groups of 
symbols represent units of plain text. Codes may be used for brevity or 
for security. (Final Report, Senate Select Committee on Intelligence, 
26 April 1976). 

Code word: (1) A word which has been assigned a classification 
and a classified meaning to safeguard intentions and information 
regarding, a planned operation. (Final Report, Senate Select Commit- 
tee on Intelligence, 26 April 1976). (2) A word which has been as- 
signed a classification and a classified meaning to safeguard intentions 
and information regarding a classified plan or operation. (Communica- 
tions-Electronics Terminology (U), U.S. Dept. of the Air Force, 15 
Nov 78, (U)). (8) A word which conveys a meaning other than its 
conventional one. Prearranged by the correspondents. Its aim is to 
increase security. (Glossary of Communications-Electronics Terms 
(U), PCS, Dec 74). 

CODEWORD: (1) A cryptonym used to identify sensitive intelli- 
gence data. (Glossary of Communications-Electronics Terms (U), 
JCS, Dec 74). (2) A single word selected from those listed in joint 
Army, Navy, Air Force publication (JANAP) 299 and subsequent 
volumes, and assigned a classified meaning by appropriate authority to 
insure proper security concerning intentions, and to safeguard infor- 
mation a to actual, real world military plans or operations 
classified as Confidential or higher. (Modern Data Communications 
Lone DN Language and Media (U), Willaim P. Davenport, Flayden 
Bool: Go.. Inc.. 1971, (U)). 

Collection: (1) Any one or more of the gathering, analysis dissemi- 
nation or storage of non-publicly available information without the 
informed express consent of the subject of the information. (USSID 
18, Limitations and Procedures in Signals Intelligence Operations of 
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the USSS (U), NSA, 26 May 76). (2) The act’:.f employing instru- 
ments and/or equipment to obtain qualitative «2 quantitative data 
from the test or operation of foreign systems. (etfense Intelligence 
Collection Requirements Manual (C), DIA, 27 Jan 75). (8) Used 
ELINT to mean the gathering or collection of +e unevaluated and 
uninterpreted information about the enemy or potential enemy, Specif- 
ically the collection of data from noncommunicbiong radiators such 
as radars, navigation aids or countermeasures equij ments. (Basic Man- 
ual (U), ELINT Collection Analysis Guide (U), National Cryptologic 
School, 1965, (S)). 

Communications intelligence (COMINT) : (1) echnical and intel- 
ligence information derived from foreign comm nications by other 
than the intended recipients. COMENT is produced by the collection 
and processing of foreign communications passed by electromagnetic 
means, with specific exceptions stated below, and i:y the processing of 
foreign Eup yeted communications, However transmitted, COMINT 
shall not include: 

1. Intercept and processing of unencrypted vritten communica- 
tions, except the processing of written plain text versions of 
communications which have been encrypted «r are intended for 
subsequent encryption. 

2. Tatares t and processing of press, propaganda and other 
public broadcasts, except for processing encryted or “hidden 
meaning” passages in such breadcasts, 

3. Oral and wire interceptions conducted wider DoD Directive 


5200.24. 
4. Censorship. (Signals Intelligence(SIGINT) (UW), DOD, 25 
Jan. 73). 


(2) Technical and intelligence information derived from foreign 
communications by other than the intended recipients: 

A. Foreign Communications are all communj:-ations exeept: (1) 
Those of the governments of the U.S. and the British Common- 
wealth, (2) Those exchanged among private organizations and 
nationals, acting in a private eapacity of the U.S. and the British 
Commonwealth, (3) ‘Those of nationals of tht U.S. and British 
Commonwealth appointed or detailed by they governments to 
serve in the international organizations. 

B. COMINT activities are those which pro:luce COMINT by 
collecting and processing foreign communications passed by radio, 

wire, or other electromagnetic means, and by the processing of 
foreign encrypted communications, However ti ansmitted, collec- 
tion comprises search, intercept, and direction finding. Processing 
comprises range estimation, transmitter/operstor identification, 
signal analysis, traffic analysis, cryptanalysis, leeryption, study 
of the plaintext, the fusion of these processes, und the reporting 
of results. . 

C. Exceptions to COMINT and COMINT a€iivities, COMINT 
and COMINT activities ag defined here do not include: (1) Inter- 
cept and processing of unencrypted written ce: imuneations, ex- 
cept written plaintext versions of communicatior.; which have been 
encrypted or are intended for subsequent ener ption, (2) Inter- 
cept and processing of press, propaganda and ét her public broad- 
casts, except for encrypted or “hidden meaning” passages in such 
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broadcast. (3) Operations conducted by U.S., U.K. or Common- 
wealth security authorities. (4) Censorship. (5) The interception 
and study of non-communications transmissions (ELINT). 
(USSID 8, SIGINT Security (U), NSA, 24 Aug. 72). 

(3) Technical and intelligence information derived from foreign 
communications by someone other than the intended recipient. It does 
not include foreign press, propaganda, or public broadcasts. The term 
is sometimes used interchangeably with SIGINT. (Final Report, Sen- 
ate Sclect Committee on Intelligence, 26 April 1976). 

Communications security (COMSEC): (1) Protective measures 
taken to deny unauthorized persons information derived from tele- 
communications of the United States Government related to national 
security and to ensure the authenticity of such telecommunications. 
(U.S. Intelligence Activities, Executive Order No. 12086, January 
1978.) (2) The protection of United States telecommunications and 
other communications from exploitation by foreign intelligence serv- 
ices and from unauthorized disclosure. COMSEC is one of the mission 
responsibilities of NSA. It includes cryptosecurity, transmission se- 
curity, emission security, and physical security of classified equipment, 
material, and documents, (Final Report, Senate Select Committee on 
Intelligence, April 26, 1976). (8) The protection resulting from the 
application of cryptosecurity, transmission security, and emission se- 
curity measures to telecommunications and from a plication of phys- 
ical security measures to COMSEC information. ‘These measures are 
taken to deny unauthorized persons information of value which might 
be derived from the possession and study of such telecommunications 
or to insure the authenticity of such telecommunications. (Glossary of 
Communications Security and Emanations Security Terms (U), US. 
Communications Security Board, Oct. 74). (4) The protection result- 
ing from all measures designed to deny unauthorized persons informa- 
tion of value which might be derived from the possession and study 
of telecommunications, or to mislead unauthorized persons in their in- 
terpretation of the results of such possession and study. Also called 
COMSEC, Communications security includes: A. Cryptosecurity: B. 
Transmission Security : C. Emission Security : and D, Physical Secur- 
itw of Communications Security materials and information : 

A. Cryptosecurity—The component of communications security 
which results from the provision of technically sound cryptosys- 
tems and their proper use. 

B. Transmission Security—The component of communications 
security which results from all measures designed to protect trans- 
missions from interception and exploitation by means other than 
cryptanalysis. 

C. Emission Security—The component of communications se- 
curity which results from all measures taken to deny unauthorized 
persons information of value which might be derived from inter- 
cept and analysis of compromising emanations from eryptoequip- 
ment and telecommunications systems. 

D. Physical Security—-The component of communications se- 
curity which results from all physical measures necessary to safe- 
cuard classified equipment, material, and documents from access 
thereto or observation thereof by unauthorized persons, (Diction- 
ary of Military and Associated Terms, Dept. of Defense (U), the 
Joint Chiefs of Staff, 3 Sep. 74. (0)). 
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Compartmentation : (1) The practice of establishir.¢ special channels 
for handling sensitive intelligence information. "The channels are 
limited to individuals with a specific need for suct. information and 
who are therefore given special security clearance in order to have 
access to it. (Final Report, Senate Select Committe» on Intelligence, 
26 April 1976). (2) 1. In SIGINT, special protec‘ion given to the 
production and distribution of SIGINT material o/ especially sensi- 
tive nature because of its source, method of proce-sing, or content. 
2. In COMSEC, restricting the use of specific primat y cryptovariables 
to specific operational units grouped together on te basis of their 
geographical area or their common participation in a mission or opera- 
tion for the purpose of limiting the information y-otected by these 
cryptovariables and thus limiting the adverse impac: of a compromise 
of these variables. (Basic Cryptologic Glossary (U}, NSA, 1971. (3) 
1. Establishment and management of an intelligent: organization so 
that information about the personnel, organization, ¢* activities of one 
component is made available to any other component only to the extent 
required for the performance of assigned duties. (D: tionary of Mili- 
tary and Associated Terms, Dept. of Defense (U), the Joint Chiefs of 
Staff, 3 Sep 74 (U)). 

Compromise: (1) The loss of control over any COM INT or informa- 
tion related to COMINT or COMINT activities resul: ing in a reasona- 
ble assumption that it could have, or confirmation o* the fact that it 
has, come to the knowledge of an unauthorized pe? on. (USSID 3, 
SIGINT Support to Military Commanders (U), NSA, 1 Jul 74). 
(2) The known or suspected exposure of classified infe-:mation or mate- 
rial in whole or in part to unauthorized persons th: ough loss, theft, 
capture, recovery by salvage, defection of individu; 1s, unauthorized 
viewing, or any other means. (Basic Cryptologic Glo‘sary (U), NSA, 
1971). 

Computer security: The protection resulting from all measures de- 
signed to prevent either deliberate or inadvertent tnauthorized dis- 
closure, acquisition, manipulation, or modification of classified infor- 
menor in a computer system. (Basic Cryptologic Glo: sary (U), NSA, 
1971). 

Detees An obsolete term for customer. (Bi ie Cryptologic 
Glossary (U), NSA, 1971). 

Counterintelligence: (1) Information gathered an | activities con- 
ducted to protect against espionage and other clandes:ine intelligence 
activities, sabotage, international terrorist activities or assassinations 
conducted for or on behalf of foreign powers, organiz#iions or persons, 
but not including personnel, physical, document. or :ommunications 
security programs. (U.S. Intelligence Activities, Exei itive Order No. 
12036, Jan 1978.) (2) Information concerning the protection of foreign 
intelligence or of national security information and its collection from 
detection or disclosure. (USSID 18, Limitations an:) Procedures in 
Signals Intelligence Operations of the USSS (U ), Ny A, 26 May 76), 
(3) That phase of intelligence covering all activity devoted to destroy- 
ing the effectiveness of inimical foreign intelligence sctivities and to 
the protection of information against espionage, pesonnel against 
subversion, and installations or material against sal-stage, See also 
counterespionage, countersabotage, countersubversion. ( Dictionary of 
Military and Associated Terms, Dept. of Defense ‘U), the Joint 
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Chiefs of Staff, 8 Sep 74). (4) That aspect of intelligence activity 
which is devoted to destroying the effectiveness of inimical foreign 
intelligence activities and to the protection of information against 
espionage, individuals against subversion, and installations or material 
against sabotage. See also counterespionage, countersabotage, counter- 
subversion. (Dictionary of Military and Associated Terms, Dept. of 
Defense (U), the Joint Chiefs of Staff, 3 Sep 74 (U)). 

Critical intelligence: Intelligence which is critical and requires the 
immediate attention of the commander. It is required to enable the 
commander to make decisions which will provide a timely and appro- 

riate response to actions by the potential/actual enemy. It includes 
bat it is not limited to the following: 
A. Strong indications of the imminent outbreak of hostilities of 
any type (warning of attack) : ; ; 
B. Aggression of any nature against a friendly country: 
C. Indications or use of nuclear-biological chemical] weapons 
(targets) : and 
D, Significant events within potential enemy countries that may 
lead to modification of nuclear strike plans, (Dictionary of Mili- 
tary and Associated Terms, Dept. of Defense (U), the Joint 
Chiefs of Staff, 3 Sep 74. (0): 

Critical intelligence message (CRITIC) : A message containing in- 
formation indicating a situation or pertaining to a situation which 
affects the security or interests of the United States or its allies to 
such an extent that it may require the immediate attention of 
the President. (Defense Special Security Communications System 
Sateen Operating Instructions System Procedures (U), NSA, 
6 Feb 78). 

Cepeanly: The enciphering of plain text so that it will be 
unintelligible to an unauthorized recipient. (Final Report, Senate 
Select Committee on Intelligence, 26 April 1976). 

Cryptomaterial: All C MSEC material bearing the marking 
CRYTO or otherwise designated as incorporating cryptographic in- 
formation, Classified cryptoequipments, their classified subdivisions 
and keying material are considered cryptomaterial even though they 
do not bear the CRYPTO marking. (Communications-Electronics 
Terminology (U), U.S. Dept. of the Air Force, 15 Nov. 73). 

Current intelligence: Summaries and analyses of recent events. 
‘oe Report, Senate Select Committee on Intelligence, 26 April 
1976). 
- Defector: A person who, for political or other reasons, has repudi- 
ated his country and may be in possession of information of interest to 
the United States Government. (Final Report, Senate Select Commit- 
tee on Intelligence, 26 April 1976). 

Defense Intelligence Community : The Defense Intelligence Agency, 
National Security Agency, and the intelligence components of the uni- 
fied and specified command. (IDHS Glossary of Common Acronyms, 
Codes, Abbreviations, and Terms Used in Dept of Defense Intelli- 
gence Data Handling Systems (IDHS) Documents (U), DIA, 1970). 

Departmental intelligence: (1) Intelligence which any department 
or agency of the Federal Government requires to execute its own mis- 
sion. (Dictionary of Military and Associated Terms, Dept. of Defense 
(U), the Joint Chiefs of Staff, 3 Sept. 74. (U)). (2) The intelligence 
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which Government departments and agencies gene:ate in support of 
their own activities, (inal Report, Senate Select C-mmittee on Intel- 
ligence, 26 April 1976). 

Dissemination: The distribution of information .ntelligence prod- 
ucts (in oral, written, or graphic form) to departz: ental and agency 
intelligence consumers. (Final Report, Senate Sel:ct Committee on 
Intelligence, 26 April 1976). 

Double agent : Agent in contact with two opposin;: intelligence serv- 
ices only one of which is aware of the double agent. contact or quasi- 
intelligence services. (Dictionary of Military and .\ssociated Terms, 
Dept. of Defense (U), the Joint Chiefs of Staff, 3 sept. 74. (U)). 

Economic intelligence: Intelligence regarding for ign economic re- 
sources,.activities, and policies. (Final Report, Senaie Select Commit- 
tee on Intelligence, 26 April 1976). 

Kleectronic intelligence (ELINT): (1) That teclinical and intelli- 
gence information derived from foreign electror:agnetic noncom- 
munications transmissions by other than the int:nded recipients. 
(Glossary of Communications-Electronics Terms (¥), JCS, Dec, 74). 
(2) The intelligence information product of activit.:s engaged in the 
collection and processing for subsequent intelligene purposes of for- 
cign noncommunications electromagnetic radiations; emanating from 
other than nuclear detonations and radioactive soure:s. (Basic Crypto- 
logic Glossary (U), NSA, 1971). (8) Technical and 'atelligence infor- 
mation derived from the collection (or interception) 1nd processing of 
foreign electromagnetic radiations (noncommunications) emanating 
from sources suchas radar. ELINT is part of the MSA/CSS Signals 
Intelligence Mission. (Final Report, Senate Select <‘ommittee on In- 
telligence, 26 April 1976). 

Electronic order of battle (EOB): A document summarizing, the 
deployment of enemy noncommunications and comsiunications emit- 
ters in a given area. In addition to deployment, the 1:OB also contains 
data as to the function of each emitter. (Basic Manual (U), ELINT 
Collection Analysis Guide (U), National Cryptologi School, 1965). 

Electronic security: The detection, identification: evaluation, and. 
location of foreign electromagnetic radiations. (Fin: 1 Report, Senate 
Select, Committee on Intelligence, 26 April 1976). 

Klectronic surveillance: Surveillance conducted ori a person, group, 
or other entity by electronic equipment which is oft:n highly sophis- 
ticated and extremely sensitive. (Final Report, Sena: Select Commit- 
tee on Intelligence, 26 April 1976). 

Encipher: To convert a plain text message into w:intelligible form 
by the use of a cipher system. (Final Report, Senate ‘elect Committee 
on Intelligence, 26 April 1976). 

Encrypt: To convert a plain text message into wiintelligible form 
by means of a cryptosystem ; this term covers the meauings of encipher 
and encode. (Final Report, Senate Select Committe. on Intelligence,. 
26 April 1976). 

_ Espionage: Clandestine intelligence collection acivity: This term 
is often interchanged with “clandestine collection.” (Final Report, 
Senate Select Committee on Intelligence, 26 April 197). : 

Evaluation: (1) Appraisal of an item of informi:tion in terms of 
credibility, reliability, pertinency, and accuracy. Appraisal is accom- 
plished at several stages within the intelligence proe. ss with progres- 
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sively different contexts. Initial evalutions made by case officers and 
report officers are focused upon the reliability of the source and the 
accuracy of the information as judged by data available at or close to 
their operational levels, Later evaluations by intelligence analysts are 
primarily concerned with verifying accuracy of information and may, 
in effect, convert information into intelligence. Appraisal or evaluation 
of items of information or intelligence is indicated by a standard letter- 
number system. The evaluation of the reliability of sources is 
designated by a letter from A through F, and the accuracy of the in- 
formation is designated by numeral 1 through 6. These are two entirely 
independent appraisals, and these separate appraisals are indicated in 
accordance with the system indicated below. Thus, information ad- 
judged to be “probably true” received from a “usually reliable source” 
is designated “B-2” or “B2” while information of which the “truth 
cannot be judged” received from a “usually reliable source” is des- 
ignated “B-6” or “B6”: 

Reliability of source: A—Completely reliable; B-—Usually 
reliable; C—Fairly reliable; D—Not usually reliable; E—Un- 
reliable; F—Reliability cannot be judged. 

Accuracy of information: {—Confirmed by other sources; 2— 
Probably true; 3—Possibly true; 4—-Doubtful; 5—Improbable; 
6—Truth cannot be judged. (Dictionary of Military and Associ- 
ated Terms, Dept. of Defense (U), the Joint Chiefs of Staff, 3 
Sep 74. (U)). 

(2) In intelligence usage, appraisal of an item of information in 
terms of credibility, reliability, pertinency, and accuracy. Appraisal is 
accomplished at several stages within the intelligence cycle with 
progressively different contexts. (Recommended Change to JCS Pub 
1,25 July 1977). 

Exploitation: In SIGINT, the production of information from 
messages that are cpeny pied in systems whose basic elements are 
known. Exploitation includes decryption, translation, and the solution 
of specific controls such as indicators and specific keys. (Basic Cryp- 
tologic Glossary (U), NSA, 1971). 

Foreign intelligence: (1) Information relating to the capabilities, 
intentions and activities of foreign powers, organizations or persons, 


but not including counterintelligence except for information on inter- 
national terrorist activities. (U.S. Intelligence Activities, Executive 
Order No. 12036, Jan. 1978.) (2) a. Information concerning the 
capabilities, intentions and activities of any foreign power, or of any 
non-United States person, whether within or outside the United States 
or concerning areas outside the United States. b. Information relating 
to the ability of the United States to protect itself against actual or 
potential attack or other hostile acts oe a foreign power or its agents. 
«. Information with respect to foreign powers or non-United States 
persons which because of its importance is deemed essential to the 
security of the United States or to the conduct of its foreign affairs. 
d. Information relating to the ability of the United States to protect 
itself against the activities of foreign intelligence services. (USSID 18, 
Limitations and Procedures in Signals Intelligence Operations of the 
USSS (U), NSA, 26 May 76). (8) Intelligence concerning areas not 
under control of the power sponsoring the collection effort. (Dictionary 
of Military and Associated Terms, Dept. of Defense (U), the Joint 
Chiefs of Staff, 3 Sep 74. (U)). 
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Guidance: The general direction of an intel! gence effort, par- 
ticularly in the area of collection. (Final Report, “enate Select Com- 
mittee on Intelligence, 26 April 197 6). 

Integration : In photography, a process by whicl. the average radar 
picture seen on several scans of the time base ma. be obtained on a 
print, or, the process by which several photograp! 'c images are com- 
bined into a single image. (Dictionary of Milits vy and Associated 
Terms, Dept. of Defense (U), the Joint Chiefs of Si auf, 3 Sep 74. (U)). 

Intelligence : (1) Foreign intelligence and counte intelligence. (U.S. 
Intelligence Activities, Executive Order No. 12086. Jan 78.) (2) The 
product resulting from the collection, collation, & aluation, analysis, 
integration, and interpretation of all collected infor:nation. (Final Re- 
port, Senate Select Committee on Intelligence, 26 April 197 6). (8) The 
product resulting from the collecting and process;1g of information 
concerning actual and potential situations and coy litions relating to 
foreign activities and to foreign or encmy-held areé..s. This processing 
includes the evaluation and collation of the informa! ion obtained from 
all available sources, and its analysis, synthesis, ead interpretation. 
(Basic Cryptologic Glossary (U), NSA, 1971). (2) The product re- 
sulting from the collection, evaluation, analysis, inte :ration, and inter- 
pretation of all available information which con«:rns one or more 
aspects of foreign nations or of areas of operation. and which is im- 
mnediately or potentially significant to military plianing and opera- 
tions. (Dictionary of Military and Associated Term. , Dept. of Defense 
(U) the Joint Chiefs of Staff, 3 Sep 74 (U)). 

Intelligence activities: Sec. 14. (a) As used in tiis resolution, the 
term “intelligence activities” includes (1) the eolle¢iion, analysis, pro- 
duction, dissemination, or use of information whi :h relates to any 
foreign country, or any government, political grov >, party, military 
force, movement, or other association in such for ign country, and 
which relates to the defense foreign policy, natior. :I security, or re- 
lated policies of the United States, and other activity which is in 
support of such activities; (2) activities taken to counter similar ac- 
tivities directed against the United States; (8) covert or clandestine 
activities affecting the relations of the United State: with any foreign 
government, political group, party, military force, r-ovement or other 
association; (4) the collection, analysis, production. dissemination, or 
use of information about activities of persons within ‘he United States, 
its territories and possessions, or nationals of the Un:ted States abroad 
whose political and related activities pose, or may be considered by any 
department, agency, bureau, office, division, instruinentality, or em- 
ployee of the United States to pose, a threat to the iiternal security of 
the United States, and covert or clandestine activitie-; directed against 
such persons. Such term does not include tactical] foreign military in- 
telligence serving no national policymaking functior.. (Senate Resolu- 
tion 400, June 1977.) 

Intelligence cycle: (1) The steps by which informs ‘ion is assembled, 
converted to intelligence, and made available to user’. These steps are 
in four phases: 

A. Planning and direction: Determination c{ intelligence re- 
quirements, preparation of a collection plan, i-suance of orders 
and requests to information collection agencies, «nd a continuous 
check on the productivity of collection agencies. 
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B. Collection: The exploitation of sources of information by 
collection eee and the delivery of this information to the 
proper intelligence processing unit for use in the production of 
intelligence. 

C. Processing: The step whereby information becomes in- 
telligence through evaluation, analysis, integration, and 
interpretation. 

D. Dissemination: The conveyance of intelligence in suitable 
form (oral, graphic, or written) to agencies needing, it. (Dic- 
tionary of Military and Associated Terms, Dept. of Defense (U), 
the Joint Chiefs of Staff, 3 Sep. 74. (U)). (2) The steps by which 
information is assembled, converted into intelligence, and made 
available to consumers. The cycle is composed of four basic phases: 
(1) direction: the determination of intelligence requirements, 
preparation of a collection plan, tasking of collection agencies, 
‘and a continuous check on the productivity of these agencies; 
(2) collection: the exploitation of information sources and the 
delivery of the collected information to the proper intelligence 
processing unit for use in the production of intelligence; o proc- 
essing: the steps whereby information becomes intelligence 
through evaluation, analysis, integration, and interpretation; and 
(4) dissemination : the distribution of information or intelligence 
products (in oral, written, or graphic form) to departmental and 
agency intelligence consumers, (Final Report, Senate Select Com- 
mittee on Intelligence, April 26, 1976). 

Intelligence estimate: An appraisal of the elements of intelligence 
relating to a specific situation or condition with a view to determining 
the courses of action open to the enemy or potential enemy and the 
probable order of their adoption, (Dictionary of Military and Asso- 
ciatet sae Dept. of Defense (U), the Joint Chiefs of Staff, 3 Sep 

4. ; 

Mietiicaass information: (1) In SIGINT, information which is of 
intelligence use to customers whose primary mission does not include 
SIGINT operations of technical SIGINT information. (Basic Cryp- 
tologic Glossary (U), NSA (P1, 1971). (2) The unevaluated and 
uninterpreted information about the enemy or potential enemy. (Basic 
manual (U), ELINT Collection Analysis Guide (U), National Cryp- 
tologic School, 1965). 

Intelligence report: A specific report of information, usually on a 
single item, made at any level of command in tactical operations and 
disseminated as rapidly as possible in kecping with the timeliness of 
the information, Also called INTREP. (Dictionary of Military and 
Associated Terms. Dept. of Defense (U), the Joint Chiefs of Staff, 3 
Sep. 74. (U)). 

Intelligence requirement: A consumer statement of information 
needed which is not already at hand. (Final Report, Senate Select 
Committeo on Intelligence, 26 April 1976). 

Interception: The act of searching for and listening to and/or 
recording, communications and/or electronic transmissions for the 
purpose of obtaining intelligence. (Glossary of Communications- 
Electronics Terms (U), JCS, Dec. 1974). 

International terrorist activities: Mcans any activity or activities 
which: (a) involves killing, causing serious bodily harm, kidnapping, 
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or violent destruction of property, or an attempt or -redible threat to 
commit such acts; and (P) appears intended to end..nger a protectee 
of the Secret Service or the Department of State or te further political, 
social, or economic goals by intimidating or coercing « civilian popula- 
tion or any segment thereof, influencing the policy of a government or 
international organization by intimidation or coeréion, or obtaining 
widespread publicity for a group or its cause; and {:) transcends na- 
tional boundaries in terms of the means by which it is accomplished, 
the civilian population, government, or internation::! organization it 
appears intended to coerce or intimidate, or the local: in which its per- 
petrators operate or seek asylum. (U.S. Intelligence .\.ctivities, Execu- 
tive Order No. 12036, 26 Jan. 1978.) 

Measurement and signature intelligence (MASIX I‘): MASINT is 
obtained by quantitative and qualitative analysis of data (metric, 
angle, spatial, wavelength, time dependent, modula: on, plasma, and 
hydromagnetic) derived from sensing instruments »ther than those 
normally associated with human communications, electronics intelli- 
gence (HLUMINT, COMINT, ELINT) or imagery «ollection. MAS- 
INT includes, but is not limited to, the following d sciplines: Radar 
intelligence (RADINT) : Nuclear intelligence (NUCINT) : Uninten- 
tional Radiation intelligence (RINT): Acoustic im‘elligence (Non- 
Compressible fluids—ACINT: cam preps ‘ttuids—A COUS- 
TINT): Electro-Optic intelligence (Klectro-OPTiNT): Even-re- 
lated dynamic measurements photography (OPTI'T): and debris 
collection. Telemetry intelligence (TELINT) is a special category of 
signals intelligence (SIGINT) that provides meag.irement data on 
foreign instrumentation signals (FIS). Requirements for collection 
will be expressed as MASINT requirements. The term MASINT 
should be used when referring to the above categories of special sensor 
disciplines in aggregate. (Defense Intelligence Co'!ection Require- 
ments Manual (C), DIA, 27 Jan. 1975). 

Medical intelligence: That category of intelligené.. which concerns 
itself with man as a living organism and those faci ors affecting his 
efficiency, capability, and well-being, (Dictionary’..f Military and 
Associated Terms, Dept. of Defense (U), the Joint o/ Chiefs of Staff, 
3.Sep 74. (U)). 

National intelligence: (1) Integrated departmental] intelligence that 
covers the broad aspects of national policy and natioz:al security, is of 
concern to more than one department or agency, an:! transcends the 
exclusive competence of a single department or agence. (Dictionary of 
Military and Associated Terms, Dept. of Defense (U), the Joint 
Chiefs of Staff, 3 Sep 74. (U)). (2) Intelligence prod iced by the CIA 
which bears on the broad aspects of United States na‘ ional policy and 
national security. It is of concern to more than on» department or 
agency. (Final Report, Senate Select Committee on Intelligence, 26 
April 1976). 

National Intelligence Estimate: A strategic estimat:: of capabilities, 
vulnerabilities, and probable courses of action of forei;:n nations which 
is produced at the national level as a composite of ‘he views of the 
Intelligence Community. (Dictionary of Military. and Associated 
(oO Dept. of Defense (U), the Joint Chiefs of Staff, 3 Sep 74. 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/25 6 €IA-RDP81M00980R003000090048-8 


Operational intelligence: (1) Intelligence Sa aeoen for planning and 

executing all types of military operations. (2) Intelligence required to 
support the activities of intelligence agencies under the National Secu- 
rity Council. (Basic Oyy pclveie Glossary (U), NSA, 1971). 

Dyacel security : (1) The component of security which results from 

all physical measures necessary to safeguard classified equipment and 
material from access by unauthorized persons. (Basic ' daa 
Glossary (U), NSA, 1971). (2) The component of COMSE which 
results from all physical measures necessary to safeguard COMSEC 
material and information from access thereto or observation thereot 
by unauthorized persons. (Glossary of Communications Security and 
manations Security Terms (U), U.S. Communiactions Security 
Board, Oct 74). (3) The element of communications security that re- 
-sults from all physical measures necessary for safeguarding classified 
equipment, material, and documents from access or observation by un- 
authorized. persons, (Communications-Electronics Terminology (U), 
U.S. Dept. of the Air Force, 15 Nov 73). (4) ‘That part of security 
concerned with physical measures designed to safeguard personnel to 
edhe unauthorized access to equipment, facilities, material, and 
ocuments, and to safeguard them against espionage, sabotage, dam- 
age, and theft. Sce also communications security. (Dictionary of Mili- 
tary and Associated Terms, Dept. of Defense (U), the J oint Chiefs of 
Staff, 3 Sep 74). 

Plain text: Unencrypted communications; specifically, the original 
message of a cryptogram, expressed in ordinary language. (Final Re- 
port, Senate Select Committee on Intelligence, 26 April 1976). 

Political intelligence: Intelligence concerning foreign and domestic 
policies of governments and the activities of political movements, (Dic- 
tionary of Military and Associated Terms, Dept. of Defense (U), the 
Joint Chiefs of Staff, 3 Sep 74). 

Processing: (1) The manipulation of collected raw information to 
make it usable in analysis to prepare for data storage or retrieval. 
(Final Report, Senate Select Committee on Intelligence, 26 April 
1976). (2) Treatment of copy in accordance with predetermined and 
generalized criteria so as to produce ajl or some of the information 
contained in it in a new medium or a new form, (The main types of 
processing are conversion, scanning, extraction, digestion and diari- 
zation). (Basic Cryptologic Glossary (U), 1971). (8) Further han- 
dling, manipulation, consolidation, compositing, etc., of information 
to convert it from one format to another or to reduce it to manageable 
and/or intelligible information. ( Communications-Electronics Termi- 
nology (U), U.S. Dept. of the Air Force, 15 Nov 73). (4) In photog- 
raphy, the operations necessary to produce negatives, diapositives 
or prints from exposed films, plates or paper. (Dictionary of Military 
and Associated Terms, Dept. of Defense (U), the Joint Chiefs of 
Staff, 3 Sep 74). 

Production : (1) Intelligence product means the estimates, memoran- 
da and other reports produced from the analysis of available informa- 
tion. (Executive Order No. 12036, 26 Jan 1978). (2) The preparation 
of reports based on an analysis of information to meet the needs of 
intelligence users (consumers) within and outside the Intelligence 
Community. (Final Report, Senate Select Committee on Intelligence, 
96 April 1976). 
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Radiation intelligence: Intelligence derived from the collection and 
analysis of non-information bearing elements extra: ted from the elec- 
tromagnetic energy unintentionally emanated by foreign devices, 
equipments, and systems excluding those generated by the detonation 
of automatic/nuclear weapons, (Dictionary of Militzry and Associated 
Terms, Dept. of Defense (U), the Joint Chiefs of mtaff, 8 Sep 74). 

Requirement: A general or specific request for int ‘ligence informa- 
tion made by a.member of the Intelligence Community. (Final Re- 
port, Senate Select Committee on Intelligence, 26 April 1976). 

Scientific and technical intelligence : The product.j esulting from col- 
lection, evaluation, analysis and interpretation of for sign scientific and 
technical information which covers: A. Foreign dev: lopments in basic 
and applied research and in applied engineering techniques; and B. 
Scientific and technical characteristics, capabilities, nd limitations of 
all foreign military systems, Weapons, weapon systems and material. 
The research and development related thereto, an-1 the peocuenon 
methods employed for their manufacture, (USSIE: 40, ELINT Op- 
erating Policy (U), NSA, 24 Oct 75). 

Sensitive: Something which requires special pre:ection from dis- 
closure, which could cause embarrassment, compro) tise, or threat to 
the security of the sponsoring power. (Final aa Senate Select 
Committee on Intelligence, 26 April 1976). 

Sensitive compartmented information : The term as used in this man- 
ual is identified with its use in DCID 1 /14. It is iniended to include 
all information and material bearing special Intelliyyonce Community 
controls indicating restricted handling within Comm ‘mity intelligence 
collection programs and their end products for whic): Community sys- 
tems of compartmentation are formally established. The term does not 
include restricted data as defined in section 11, Atom: e Energy Act of 
1954, as amended. (Security of Compartmented Com outer Operations 
(U), DIA, 14 Jan. 75), 

Signal: (1) In electronics, any transmitted electric impulse which is 
of interest in the particular context; and (2) Anyth ng intentionally 
transmitted by visual, acoustical, or electrical meth: ds, which is in- 
tended to convey a meaning to the recipient. (Basic € ‘ryptologic Glos- 
cary (U), NSA, 1971). (3) A visual, audible, electrica’. or other indica- 
tion used to convey information; and (4) the messa;'e or effect to be 
conveyed over a communication system. ( lossary of fachine Process- 
ing Terms (U), NSA (Office of Machine Processig), 1964). (5) 
Event, phenomenon or electrical quality that conveys i: formation from 
one point to another; and (6) Operationally, a type 0: message that is 
conveyed or transmitted by visual, acoustical, or eles tric means. The 
text consists of one or more letters, words, charact: rs, signal flags, 
visual displays, or special sounds with rearranged 1:canings. (Com- 
munications-Electronic Terminology ia » US. Dept. of the Air 
Force, 15 Nov. 73). 

Signals intelligence (SIGINT) : (1) A generic tern which includes 
both communications intelligence (COMINT) and eicctronic intelli- 
gence (ELINT). (Glossary of Communications-Eletronics Terms 
(U), NSA, 1971. (3) A generic term which includes both commu- 
intelligence and electronic intelligence, abbr. SIGINT. (SIGINT 
refers to the combination of COMINT and ELINT o- to either when 
one of them is not specifically identified). (Basic Cryp:ologic Glossary 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 


Approved For Release 2004/03/25 ¢ClIA-RDP81M00980R003000090048-8 


(U), NSA, 1971. (8) A oe term which includes both commu- 
nication intelligence and electronic intelligence. Also called SIGINT. 
See also intelligence. (Dictionary of Military and Associated Terms, 
Dept. of Defense (U), the Joint Chiefs of Staff, 3 Sept. 74. (U)). (4) 
A category of intelligence information comprising all communications 
intelligence (COMINT), electronics intelligence eEINT and_te- 
lemetry intelligence (TELINT). (Signals Intelligence ( IGINT) 
(U), DOD, 25 Jan. 73). 

_ Source; (1) A person, thing, or activity which provides intelligence 
information. In clandestine activities, the term applies to an agent or 
asset, normally a foreign national, being used in an intelligence activity 
for intelligence purposes. In interrogations, it refers to a person who 
furnishes intelligence information with or without imowledge that the 
information is being used for intelligence purposes. (2) In interroga- 
tion activities, any person. who furnished intelligence that the informa- 
tion is being used for intelligence purposes. In this context, a controlled 
source is in the employment or under the control of the intelligence 
activity and knows that this information is to be used for intelligence 
purposes, An uncontrolled source is a voluntary contributor of in- 
formation and may or may not know that the information is to be 
used for intelligence purposes. (Dictionary of Milita and Associated 
Terms, Dept. of Defense (U), the Joint Chiefs of ‘Staff, 3 Sept. 74. 


). 

pecial intelligence communications, (SPINTCOMM): SPINT- 
COMM was established by Secretary of Defense Memorandum, dated 
4 November 1964. It consists of those communications facilities under 
the operational and technical control of the chief of intelligence of 
each of the military departments and under the management of the 
Defense Intelligence Agency. (Defense Special Security Communica- 
tions System (DSSCS) Operating Instructions System/ Data Proce- 
dures (U), NSA, 8 Oct. 75). 

Special sensor : Equipment on instrumented platforms and in instal- 
lations designed to collect measurement and signature data that can be 
further processed into data usable by intelligence analysts. (Defense 
Intelligence Collection Requirements Manual DIA, 27 Jan. 75). 

Tactical intelligence : Intelligence which is required for the planning 
and conduct of tactical operations. Essentially tactical intelligence 
and strategic intelligence differ only in scope, point of view and level 
of employment. (Dictionary of Military and Associated Terms, Dept. 
of Defense (U), the Joint Chiefs of Staff, 3 Sept. 74. (U)). 


APPENDIX C—INDEX OF OTIIER INTELLIGENCE GLOSSARIES 


(Other publications, many of which contain classified information, 
also contain definitions of intelligence terms. An index of some of these 
publications appears below.) ; 

- Acquisition and Storage of Information Converning Non-Affiliated . 
Persons and Organizations. Army Regulation 380-18. September 1974. 

ADP Security Manual, Techniques and Procedures for Implement- 
ing Deactivating, Testing, and Evaluating Secure Resource-Sharing 
ADP Systems. DoD. January 1973. 

Basic Cryptologic Glossary. NSA, 1971. 

- Charter of DCI SIGINT Committee, DCID No. 6/1, May 1976. 
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Classification and Declassification of National Sec irity Information 
and Material. Executive Order No. 11652. March 197 2 and as amended. 
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